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YTBEPX/EHA

MPUKa30M ABTOHOMHOTO YUPEXKICHUS
COLIMAJILHOTO OOCITYKHUBaHUS

Y amyprcekoit PecniyOnuku
«PecnybmukaHCKHA
peabUITUTAIIMOHHBIN LIEHTP JJIs JeTeil
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KOHIEITINUA
HHpopManHOHHON 0e30n1acHOCTH HHGOPMALMOHHBIX CHCTEM
ABTOHOMHOI'0 YYPEKICHUS COLUAIBHOIO0 00CIy;KMBaHus Y AMypTCcKoi Pecny0yimku
«Pecny0iMKaHCKUIT peaduINTAIMOHHBIH HEHTP JJIs IeTell ¥ MOAPOCTKOB ¢
OrPaHUYCHHBIMH BO3MOKHOCTSIMU»

l. OO0mme nmosioxxeHust

1. Hacrosiias KoHuemnmus onpenenseT OCHOBHbIE IIEIH U 3aa4H, a TAaK)Ke OOIIYIO
CTPATEruI0 TOCTPOCHHSI CHCTEMbI 3alUThl TEPCOHANBHBIX JIAHHBIX, HCIOJIB3YEMBbIX B
UHPOPMAIIMOHHBIX CHCTeMaX ABTOHOMHOTO YUYPEKICHHS COIMAIBHOTO OOCITY)KHBaHUS
Yamyprckoit Pecniybnuku «PecryOnukaHckuil peaOWMIMTAIIMOHHBIN IEHTp UiA JIeTed U
HOJPOCTKOB C OTPaHUYEHHBIMHI BO3MOXHOCTSIMI» (Hajnee — LeHTp).

2. Hacrosmas Konrenmus onpeensier OCHOBHbIE TPeOOBaHMs U Ga30BBIE MOIXOIbI
K peaju3alliii CUCTEMBbl 3aIIMTHl MEPCOHAIBHBIX JaHHBIX JJIS JOCTIKEHHS TpeOyemoro
ypOBHsI 0€301aCHOCTH WH(OPMAIIH.

3. Hacrosmas Konnemnmus paspaboTaHa Ha OCHOBE Konuenmuu
uHOpPMAITMOHHOW  0e30macHOCTH  MHGOPMAIMOHHBIX  cucTeM MMHHCTEepCTBA
COIIMAJIbHON TOJMTHKKA W TpyAa YAMYpTCKOW PecmyOnuku, B cOOTBETCTBHH C
CHUCTEMHBIM TMOAXO/JOM K obecrieueHuto uHMOpManuoHHOM Oe3omacHOCTH. CHUCTEMHBIN
MOJIXO/1 TIPENIITOJIaraeT MPOBEACHNE KOMIUIEKCa MEPONPUSATHH, BKITFOYAIOIINX UCCIICIOBAHHUE
yrpo3 MHPOPMAMOHHONW O€30MacHOCTH M Pa3padOTKy CHUCTEMbI 3allUTHl MEPCOHAIBHBIX
JAHHBIX C TIO3UIIMN KOMIUIEKCHOTO MPUMEHEHHUSI TEXHHUECKHX W OPTaHU3alMOHHBIX MEp U
CPE/ICTB 3aIlUTHI.

4. Tlox wH(MOPMAIIMOHHOW 6E30MAaCHOCTHIO TMEPCOHANBHBIX TaHHBIX TTOHUMAETCSI
3aMIIEHHOCTh TEPCOHANBHBIX JAaHHBIX W oOpalaThiBaromiell MX HHEQPACTPYKTYpHI OT
TOOBIX CIIYYafHBIX WJIU 3J0HAMEPEHHBIX BO3ICHCTBHUM, PE3YIHTATOM KOTOPBIX MOXKET
SABUTHCA HaHeceHWe ymiepba camoil wuHpopMmanum, e€ BragenblaM (CyObeKTaMm
NEPCOHANBHBIX JTAHHBIX) WIH WHOPACTPYKType. 3amaun WHPOPMAIMOHHON 0€30MacHOCTH
CBOJATCS K MHHMMH3AIMK yiiepba OT BO3MOXKHOW pealu3aluu yrpo3 O0e30MacHOCTH
MEPCOHANBHBIX JIAHHBIX, a TaKKe K MPOTHO3UPOBAHUIO M TMPEIOTBPAIICHUIO TaKHX
BO3JIEUCTBUIA.

5.  Hacrosmas Konuenmus sBiaseTcss OCHOBOU JIA:

dbopMupOBaHHUS ¥ TPOBEACHHUS IOJUTUKH B oOmactu obecriedyeHus: OE30MacHOCTH
NEePCOHAIBHBIX TaHHBIX B UHPOPMAIIMOHHBIX cucTeMax LleHTpa;



OPUHATHS  YIPABJICHUYECKUX pEIIEHUH U pa3pabOTKM MPAKTUYECKUX Mep IS
peanu3anuu MOJUTHKUA B 00JacTU oOecriedeHus] 0€30MacCHOCTH MEePCOHAIBHBIX TAHHBIX U
BBIPAaOOTKH KOMIUIEKCA COTJIACOBAHHBIX MEP HOPMATUBHO-IIPABOBOI0, TEXHOJIOTHYECKOTO U
OpraHM3alMOHHO-TEXHUYECKOTO XapaKTepa, HAMpaBJICHHBIX Ha BBISBICHHE, OTPAXKEHUE U
JMKBUJIAIUIO PA3IUYHBIX BUIOB YTPO3 NEPCOHANBHBIX IAHHBIX;

pa3paboOTKU TPEMAJIOKEHUN [0 COBEPIICHCTBOBAHUIO TMPABOBOTO, HOPMATHUBHOTO,
TEXHUYECKOTO U OPraHU3aI[MOHHOTO O0ecreyeHus 0e30MacHOCTH MEPCOHANBHBIX JTAHHBIX B
uH(popMalMOHHBIX cucTemax Llentpa.

I1. TlocTpoeHue cucTEMBI 3aLIUTHI MEPCOHANBHBIX JaHHBbIX B I{eHTpe

6. Cucrema 3aluThl MEPCOHANBHBIX JAHHBIX MPEICTABIAET COOOH COBOKYITHOCTH
OpPTaHU3aIMOHHBIX U TEXHUYECKUX MEPONPUSITHI I 3alIUTHl MEPCOHANBHBIX JaHHBIX OT
HENPABOMEPHOTO WM CIy4yalHOTO JOCTyna K HHUM, YHHMYTOXKEHUS, HW3MEHEHUS,
OJIOKMPOBAHMSI, KOMIMPOBAHUS, PACTIPOCTPAHEHUSI MEPCOHAIBHBIX JaHHBIX, a TAKXKE HHBIX
HETIPAaBOMEPHBIX JICICTBUNA C HUMH.

7. Be3omacHOCTh MEPCOHATBHBIX JAHHBIX JJOCTHUTACTCA IMYTEM  HCKIIIOYEHUS
HECaHKLMOHUPOBAHHOT'O, B TOM YHCJIE CIIy4ailHOro, 1OCTyIa K HUM, pe3yJIbTaTOM KOTOPOTO
MOJKET CTaTh YHUYTOKEHUE, U3MEHEHHE, OJOKUPOBaHUE, KOMPOBAHUE, PACIIPOCTPAHEHUE
MEPCOHATBHBIX TAHHBIX, & TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBUH.

8. Crpykrypa, cocTaB M OCHOBHBIE (DYHKIIMH CHCTEMBI 3allUTHI IEPCOHATBHBIX
JAHHBIX OMPENENSIIOTCS HCXOAsS W3 YPOBHS 3alIUMIIEHHOCTM W Kiacca 3allUIIEHHOCTU
uH(pOopMalMOHHBIX cucTeM LleHTpa.

9. Cucrema 3amuThl TIEPCOHATBHBIX TAHHBIX BKJIOYACT B CEOSl OpraHH3aI[HOHHBIC
Mepbl U TEXHUYECKHE CpEeACTBAa 3alMThl HMH(pOpManuu (B TOM uucie MU(POBaIbHbIE
(kpuntorpaduueckue) CpeiacTBa, CpeAcTBa MpPeNoTBpAllleHUs HECaHKIHOHUPOBAHHOIO
J0CTyna, yTeUYku HH(OpMaIy, MpOorpaMMHO-TEXHHUECKUX BO3JCHCTBUN HA TEXHUYECKHE
cpencTBa 00pabOTKH NEPCOHATBHBIX JAHHBIX ), & TAKIKE UCIIOIb3yeMble B HHPOPMAITMOHHON
cucTeMe HH(POpPMalMOHHbIE TEXHOJIOTUU.

10. Cucrema 3amuTsl IEpPCOHAIBHBIX JJAHHBIX TIPU3BaHa 00ECIIEUNTh:

KOH(QHUACHIMAIBHOCTh ~ HWH(pOpManuu  (3almMra OT  HECAHKIMOHUPOBAHHOTO
03HAaKOMJICHHUS);

LEJI0CTHOCTh MH(OpMaIK (aKTyalbHOCTh M HEMPOTUBOPEYUBOCTHh MH(pOpMaIuu, e
3aIMIIEHHOCTD OT pa3pyIlIeHUs U HECAaHKIIMOHUPOBAHHOTO U3MEHEHUS );

JIOCTYIHOCTh HWHGpOpManu (BO3MOXKHOCTH 32 TIPUEMIIEMOE BpEeMs TOJYYHUTh
TpeOyemMyIo HH(POPMAITHIO).

11. OpranusaimoHHbIe MEpPBI KaK COCTaBHAs YaCTh CHCTEMBI 3aIUThHI MEPCOHATBHBIX
JMaHHBIX BKJIIOYAIOT B ce0sl CO3JaHME M MOJiepKaHUEe NMpPaBOBOM 0asbl MO OE30MACHOCTH
NEPCOHANBHBIX JAaHHBIX M pPa3pabOTKy (BBeAeHUE B JCICTBUE) OpraHU3alMOHHO-
pacToOpATUTENbHBIX JOKYMEHTOB, MNpeaycMOTpeHHbIX [lomuTtukoii wuHGOpPMAIMOHHON
6e3onmacHoCTH MH(OPMAIMOHHBIX cucTeM L{eHTpa.

12. Texuuueckue cpeicTBA 3allUThl HUHOOPMAIMU PEATU3YIOTCS TPH TOMOIIH
COOTBETCTBYIOUIUX IPOrPAMMHO-TEXHUYECKUX CPEACTB M METOJAOB 3aumuThl. IlepeueHb
HEOOXOJIMMBIX MEp M CPEACTB 3allUThl HMH(OPMAIMKM ONpENeNseTcsl MO pe3ysbTaraM
BHYTpPEHHEN MPOBEPKU 00ECIEeYeHHsI 3alUThl IEPCOHAIBLHBIX JaHHBIX B UH()OPMAIIMOHHBIX
cucreMax LlenTpa.



1. I_Ie.]'ll/l U 3a1aY1 CUCTEMBI 3aIMUTHI NEPCOHAJILHBIX JaHHBIX B IIeHTpe

13. OcHOBHOM IETBIO CHCTEMBI 3aAIUTHI IEPCOHANBHBIX JaHHBIX B LIeHTpe sBiIseTCs
MUHHUMH3ALHS yIepoa OT BO3MOXKHBIX yTpo3 0€30MaCHOCTH MEPCOHAIBHBIM JIaHHBIM.

14. JIns moCTHOKEHUS OCHOBHOM II€JM CHCTEMa 3allMThl MEPCOHATBHBIX TaHHBIX
uH(popMalMOHHBIX cucteM lLlenTpa nomxkHa oOecneynBaTh 3PGEKTUBHOE pEIICHHE
CIEAYIOIINX 3a4a4:

1) sammTa OT BMEMIATENHLCTBA B HPOLECC (PYHKIMOHUPOBAHMS HH(POPMALHMOHHBIX
cucteM llenTpa mocTOpOoHHMX JUI[ (BO3MOXHOCTh HCIIOJIb30BaHUS WH(OPMALIMOHHBIX
cucteM lleHTpa u gocTyn k €€ pecypcam JOJKHBI UMETh TOJBKO 3apETrMCTPUPOBAHHBIE B
YCTaHOBJIEHHOM TOPSIAKE TOJIB30BATENN);

2) pasrpaHMYEeHME IOCTYIA 3apErMCTPHPOBAHHBIX IIOJIB30BATENECH K aIllapaTHBIM,
MporpaMMHBIM U HMHGPOPMAIIMOHHBIM pecypcaM HHpOpManMoOHHBIX cucteM lLlenTpa
(BO3MOXKHOCTh JIOCTyIa TOJBKO K TEM pecypcaM M BBINOJHEHHUs TOJIbKO TEX ONepanui c
HUMH, KOTOPBIE HEOOXOAMMBbI KOHKPETHBIM TOJIb30BATEISIM HH(POPMAIIMOHHBIX CHUCTEM
[lenTpa AJia BBITIOJIHEHUS CBOUX JOJDKHOCTHBIX OOSI3aHHOCTEM M HMHCTPYKIIMI), TO €CTh
3alIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTA!

K uH(opmaIu B ”HPOPMAIMOHHBIX crucTeMax LleHTpa;

CpeACTBaM BBHIYMCIUTEIHHON TEXHUKU HH(OPMAIIMOHHBIX cucTeM LleHnTtpa;

amnmapaTHbIM, TMPOTPAMMHBIM U KPUNTOTPAUUYECKUM  CPEICTBAM  3aIlUThI,
UCIIOJIb3yeMbIM B MH(GOPMaIIMOHHBIX cucTeMax LleHTpa;

3) perucrpanms AEHCTBMI IONL30BATENEH IPH HUCIOJIB30BAHMH 3AINUIIAEMBIX
pecypcoB uHGOPMAITMOHHBIX cucTeM LleHTpa B CHUCTEMHBIX KypHaJIaX W MEPUOJAUYECKHUI
KOHTPOJIb KOPPEKTHOCTU AECHCTBUM NOJIB30BATEIEH CUCTEMBI ITYTEM aHAIU3a COAECPHKUMOro
ATUX JKYPHAJIOB;

4) KOHTpPONb WLENOCTHOCTH (0OECIEUeHne HEU3MEHHOCTH) CpEIbl HCIOIHEHHUS
MPOTPaMM U €€ BOCCTAHOBJICHUE B CITy4ae HAPYLICHHUS;

5) samura OT HECAHKIMOHUPOBAHHOW MOAM(DUKALMHM U KOHTPOJIb LEIOCTHOCTH
UCTIOJIb3yeMbIX B MH(POPMAIMOHHBIX cUcTeMax lleHTpa mporpaMMHBIX CPEICTB, a TaKKe
3alIUTY CUCTEMBI OT BHEAPEHUS HECAHKIIMOHUPOBAHHBIX MTPOTPaMM;

6) s3amMrTa NEPCOHANBHBIX IAHHBIX OT YT€YKHM IPH MX 00pabOTKe, XpaHEHUH H
nepeaye 1o KaHajaaM CBS3H;

7) 3amyra IEepCOHANBHBIX JAHHBIX, XPAHUMBIX, 0OPa0aTBIBAEMBIX M IEPEIABAEMBIX
M0 KaHaJjlaM CBSI3U, OT HECAHKIIMOHHUPOBAHHOTO PA3TJIAllICHUs UM UCKAKCHUS;

8) obecneyenne  «KHMBYYECTH»  KPUOTOIpaMUYECKMX  CPEIACTB  3alllUThI
uH(pOpMaLIUK;

9) CcBOEBpEMEHHOE BBHISABIECHHE HCTOYHMKOB YIrpo3 0E30MaCHOCTH MEPCOHATBHBIX
JMAHHBIX, TMPUYMH W YCJIOBHH, CIOCOOCTBYIONIMX HaHECEHHIO yiiepba cyObeKkTaMm
MEPCOHANIBHBIX JIAHHBIX, CO3JaHWE MEXaHW3Ma OINEPATUBHOTO PEarupoBaHMsl HA Yrpo3bl
0€30MacHOCTH IEPCOHAIBHBIX JAHHBIX;

10) cosmanme ycnoBMi Ul MMHMMM3AlMUd M JIOKQJIH3alUM  HAHOCHMOIO
HEMPABOMEPHBIMH JIEHCTBUAMU (DU3MYECKUX W IOPUAMYECKUX U yiepba, ocrmabieHus
HEraTUBHOTO BIMSHUS M JIMKBUJALMM TOCJIEICTBUNA  HapylleHuss 0e30MacHOCTU
NIEPCOHAJIBHBIX JAHHBIX.
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V. O0bexTsI 3alMUTHI MEPCOHAJIbHBIX JaHHBIX B HEHTpe

15. O6bekTamu 3amIUThI TIEPCOHATBHBIX AaHHBIX B L[eHTpe sSBIAIOTCS HHDOpMAITHS,
oOpabarbiBaeMass B MH(OpPMALMOHHBIX cucteMax lLleHTpa, U TexHHMUYecKHe cpeicTBa €€
00pabOTKHU U 3aIHTHI.

16. TlepeueHb MEPCOHANBHBIX [MAHHBIX, MOMJICKAIINX 3alIUTE, OMPEICIICTCS B
[lepeune nmepcoHaNbHBIX JaHHBIX OOpabarThiBaeMbIX B LleHTpe, yTBep:kiaeMblii MpUKa30M
I{enTpa.

17. O6beKThI 3aMMTHI TEPCOHATBHBIX TaHHBIX B [[eHTpe BKIIOYAOT B CEOSL:

oOpabaTeiBaeMyI0 HHPOPMAIIHIO;

TEXHOJIOTUYECKYIO0 HH(OpMaLuIo;

MIPOrpaMMHO-TEXHUYECKHUE CPEICTBA 00pabOTKHY;

KaHaJbl HTH(POPMALMOHHOTO OOMEHa;

MOMEUICHNUs, B KOTOPBIX pa3MELIEHbl KOMIIOHEHThl HH(POPMAIMOHHBIX CHCTEM

IlenTpa.
V. Kaaccudukanus nojib3oBareseii nHGopmManuoHHbIX cucteM LlenTpa

18. TTonp3oBareneM  WHOOPMAMOHHBIX — cucTeM  LleHTpa  sIBISieTCS  JIMIIO,
ydacTBytomee B (YHKUIMOHUPOBAHMU HHGOpMalMOHHOM cuctembl llenTpa umm
UCIIOJIB3YIOIIIee PEe3ybTaThl €€ (YHKIIMOHUPOBAHMUS.

19. TTone3oBatenu HHOOPMAIMOHHBIX CHCTEM lleHTpa IensTcs Ha TPH OCHOBHBIE
KAaTEerOpHH:

1) anmMunMCcTpaTOp MHPOPMALIMOHHON crucTeMbl LleHTpa;

2) nonb30BaTenb MHPOPMALMOHHON crucTeMbl LIeHTpa;

3) nporpammuct, paspaboTynk HH(GOPMALMOHHOM cucTeMbl LleHTpa.

20. Kateropuu monb30BaTeieil ONPENEIsSIOTCsS Ui KaXJ0oW HH(OPMAIMOHHOM
cucreMsl LleHTpa.

V1. OcHoBHBbIE MPHUHIHIIBI
MOCTPOEHHSI CHCTEMbI 3aIUTHI MEPCOHATBLHBIX JaHHBbIX B [leHTpe

21. TlocTpoeHre CHUCTEMBI 3alUTHl MEPCOHATBHBIX MaHHBIX B LleHTpe u eé
(YHKIMOHHPOBAHUE JOJDKHBI OCYIIECTBIATHCS B COOTBETCTBHH CO  CIIEAYIOUUMH
OCHOBHBIMH IIPUHIUIIAMH:

3aKOHHOCTB;

CUCTEMHOCTb;

KOMILUIEKCHOCTB;

HEIPEPBIBHOCTB;

CBOEBPEMEHHOCTB;

IIPEEMCTBEHHOCTh U HEIIPEPBIBHOCTH COBEPILIEHCTBOBAHUS;

IIEPCOHAJIbHAS OTBETCTBEHHOCTB;

MUHHUMM3ALHUS [I0OJTHOMOYHH;

B3aUMOJICHCTBUE U COTPYIHUYECTBO;

THOKOCTH CUCTEMBI 3aIHTHI;

OTKPBITOCTb aJITOPUTMOB U MEXAHU3MOB 3aILLUTHI;

IIPOCTOTA IPUMEHEHHUS CPELICTB 3aLUTHI;



Hay4YHass 0O0CHOBAaHHOCTb U TEXHUUYECKasl PEaIN3yeMOCTb;

crielMaIn3anus 1 npodhecCuoHaIN3M;

0053aTeIbHOCTh KOHTPOJISL.

22. TIpyHIUI 3aKOHHOCTH MPEJIIONIaraeT OCYIIECTBICHNUE 3aMIUTHBIX MEPOIIPUSITHI
U pa3pabOTKy CHCTEMbI 3allMThl MEPCOHAJIBHBIX JaHHBIX B LIeHTpe B COOTBETCTBHU C
TpeOOBAHUSAMHU 3aKOHOAATENbCTBA B OOJACTH 3aLUTHl MEPCOHAIBHBIX JaHHBIX M JIPYIHX
HOPMAaTUBHBIX AaKTOB 10 0€30MacCHOCTHM HH(pOpMALUHU, YTBEPKAEHHBIX OpraHaMu
rOCYAapCTBEHHOM BJIACTH B MpEAEaxX UX KOMIIETEHIUH.

[Tonp3oBaTenu MHGOpMAMOHHBIX cucTeM LleHTpa NOKHBI OBITH OCBEAOMIIEHBI O
nopsiike paboThl ¢ 3amuiaeMor mHopManuet U 00 OTBETCTBEHHOCTH 3a HapYILICHUE
pEeXHMMa 3allUThI IEPCOHAIBHBIX JAHHBIX, YCTaHOBJIEHHOIO B LleHTpe.

23. CHCTEMHBII MOJAX0 K MOCTPOCHHIO CHCTEMBI 3aIUThl IEPCOHABHBIX JAHHBIX B
Ilentpe mpeanosiaraer y4y€T BCEX B3aUMOCBSI3aHHBIX, B3aUMOJCUCTBYIOIIUX U
U3MEHSIOMIMXCA BO BPEMEHM 3JIEMEHTOB, YCIOBUU M (DaKTOPOB, CYIIECTBEHHO 3HAYMMBIX
JUIsT TIOHUMaHUST W pelieHus NpoOsjeMbl oOecredeHuss Oe30MacHOCTH TMEePCOHATBHBIX
JTAHHBIX.

[Ipu co3maHuu cHCTEMBI 3alUTHl NEPCOHAJBHBIX JaHHBIX B LleHTpe HOIKHBI
YUUTBHIBATHCS BCE HauOoOJIee ysI3BUMbIE MECTA CUCTEMBI OOPAOOTKU NMEPCOHANBHBIX TaHHBIX,
a TaKKe XapakTep, BO3MOXKHbIE OOBEKTHl M HANpaBICHHs aTaK Ha CUCTEMY CO CTOPOHBI
HapyIuTeNleH, IyTH IPOHUKHOBEHHS U HECAHKI[MOHUPOBAHHBIN JOCTYI K HH(POPMALIHH.

CucreMa 3aIMThl NEPCOHATIBHBIX JaHHBIX B LIeHTpe 0KHA CTPOUTHCS C yUETOM HE
TOJIbKO BCEX M3BECTHBIX KAHAJIOB NMPOHHWKHOBEHMS] M HECAHKUMOHHUPOBAHHOTO JOCTyIa K
uHpOpMAIMM, HO U C Y4ETOM BO3MOYKHOCTH TMOSIBJICHHSI MPUHLMIHUAIBHO HOBBIX MyTel
peaMzalyu yrpo3 6e30nacHOCTH.

24. KOMIUIEKCHOE HCIIOJIb30BAaHUE METOJOB M CPEJACTB 3alIUTHl IIEPCOHATBHBIX
JAHHBIX MPENIoJIaraeT COIIACOBAHHOE MPUMEHEHHE pPa3HOPOJHBIX CPEACTB MpHU
IOCTPOEHUM  CHUCTEMBI  3AIMTHl MEPCOHAIBHBIX JAHHBIX, IEPEKPBIBAIOLIEH  BCE
CYULIECTBEHHBIE (3HAUMMBIE) KaHaJIbl pealn3aliy YIpo3 U He cojepiKalieil ci1adblx MeCcT Ha
CTBIKaX OT/EJbHBIX €€ KOMIIOHEHTOB.

3amuyra NepcoOHaIbHBIX AAHHBIX JIOJKHA CTPOUTHCS SUIEIIOHUPOBAHO. [ KaKaoro
KaHaJa yTe4Kd MH(POpPMALKU U U KaXJA0H Yrpo3bl O€30MacCHOCTHU JIOJKHO CYIIECTBOBAThH
HECKOJIBKO 3alUTHBIX pyOexei. Co3/aHue 3alMTHBIX pyOeXei OCYIIeCTBISIETCS C YUETOM
TOTO, 4TOOBI IJIi UX TMPEOJOJIEHUs MOTEHUUATbHOMY 3JIOYMBIIUIEHHUKY TpeOOBalIUCh
npodeccCHOHaIbHBIE HABBIKM B HECKOJIBKIX HEB3aUMOCBSI3aHHBIX 00JIACTSIX.

Buemnsist  3ammra  gomkHa  oOecmeuMBaThes  (DU3MUECKUMHU  CPEICTBAMH,
OpraHU3allMOHHBIMU U MPaBOBBIMU MepaMu. OJHUM U3 Haumbojee YKpemEHHbIX pyoOexen
Opu3BaHbl  OBITh  CpPEACTBA  KPUNTOTPAQUUECKON  3alIUThI, pEaJTu30BaHHBIE  C
ucnosb3oBanueM TexHoioruu VPN. IlpuknanHoil ypoBeHb 3alllMThl, YYHMTHIBAIOLIUN
0COOEHHOCTH IPEIMETHOM 001acTH, IPEICTABISET BHYTPEHHUN pYOeK 3alllUThI.

25. TIpUHIMIT HEMPEPHIBHOCTH MMOPa3yMeBAeT HEMPEPBHIBHBIN IC/ICHATIPABICHHbIH
IpOLECC, MPEANoIaralouIfil NPUHATHE COOTBETCTBYIOIIMX MEP HA BCEX 3TAIMAX KU3HEHHOTO
K12 nHPOPMAIMOHHBIX cucteM LlenTpa.

NudopmanionHble cucTEeMbl JAOKHBI HaXOAUTHCA B 3AIIMIIEHHOM COCTOSHUU Ha
IPOTSDKEHUU BCErO0 BPEMEHU MX (PYHKLIMOHMPOBaHMS. B COOTBETCTBUU C ATUM IPUHIUIIOM
JOJDKHBI TPUHUMATHCS MEPBI M0 HEAOMYIICHHUIO Mepexoia MHPOPMAIMOHHONW CHCTEMBI B
HE3aIIUIIEHHOE COCTOSHUE.

BonbMHCTBY (U3NYECKMX U TEXHUYECKUX CPEACTB 3alUThl s 3()(PeKTUBHOTrO
BBITIOJTHEHUSI CBOMX (PYHKIMI HEOOXOAMMA MOCTOSHHAS TEXHUYECKass M OpraHU3allMOHHAs



(amMUHHCTpaTHBHAsI) TOJAJEP)KKA (CBOCBpPEMEHHAsh CMEHa W 00ECleYeHHEe IMPaBUIBHOTO
XpaHCHHS W TIPUMEHCHHMS WMEH, Tapoyied, KIoYeld MUQpPOBaHUs, IepeonpeIeiCHIe
noJIHOMOYnid U T.1.). [lepepbiBeI B paboTe CpeACTB 3alIUThl MOTYT OBITH WCIIOJIB30BAHBI
3JIOYMBINIJICHHUKAMH JUIsI aHAlW3a MPUMEHSEMBIX METOJOB M CPEICTB 3allUThI, IS
BHEJIPEHUS CIICIUATBHBIX MPOTPAMMHBIX M allllapaTHBIX «3aKJIaoK» M JIPYTHUX CPEIICTB
IIPEOJIOJICHUS] CHCTEMBI 3aIIUTHI TIOCJIE BOCCTAHOBICHUS €€ (YHKIMOHUPOBAHHUS.

26. [IpuHOUI  CBOEBPEMEHHOCTH IIPEIIONAracT YIPEKJAIOMUN XapakTep Mep
obecrieueHs: OE30MAaCHOCTU MEPCOHANBHBIX [AHHBIX, TO €CTh IOCTAHOBKY 3aJad TIIo
KOMILIEKCHOM 3aIuTe HHPOPMAITMOHHBIX cUcTeM LleHTpa u peanu3anmio Mep odecreveHus
0€30MacHOCTH TMEPCOHATBHBIX JAaHHBIX Ha PAHHHUX CTaTusAX pa3paboTKu HH()OPMAIMOHHON
CUCTEMBI B IIEJIOM U €€ CUCTEMBI 3aIUThI UH()OPMAITNH, B YACTHOCTH.

27. TIpUHOUIBI TPEEMCTBEHHOCTH W HENPEPBIBHOCTH COBEPIIECHCTBOBAHHS MEp H
CpPeICTB 3amuThl HMH(OpPMAanUu OOCCICUMBAIOTCS HA OCHOBE IPEEMCTBEHHOCTH
OpPraHM3AlMOHHBIX W  TEXHWYECKWX  pEIIeHWH, KaapoBOTO  COCTaBa, aHaIn3a
(GYHKITMOHUPOBAHUS HMHQPOPMAITMOHHOW CHCTEMBI M €€ CHCTEMBI 3alllUThl C YYETOM
U3MCHCHHWI B METOJax M CPEACTBax IepexBara MH(OpMAIUU, HOPMATHUBHBIX TPeOOBaHMIA
T0 3aIUTE, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apYOEIKHOTO OMBITA B 3TOW 00JIACTH.

28. IlpyHIMI  TIEPCOHAIBHOW  OTBETCTBEHHOCTH  IPEIIOJAaraeT  BO3JIOKEHHUE
OTBETCTBEHHOCTH 3a obecredeHne 0e30MacHOCTH MEPCOHATBHBIX JAHHBIX W CHUCTEMBI MX
00paboTKH Ha KaXI0T0 coTpyaHuKa LleHTpa B mpeaenax ero nmojHoMounii. B cooTBeTcTBHM
C 3TUM TIPUHITUIIOM PACIIPEICICHUE TIPaB U 00S3aHHOCTEH CHEIMATUCTOB CTPOUTCS TAaKUM
00pa3zom, 4TOOBI B CiTy4ae JIF0OOro HApyIICHUS] KPYT BUHOBHUKOB OBLT YETKO U3BECTEH HIIU
CBEIEH K MUHUMYMY.

29. IlpyHOMN ~ MHHUMH3AIMA ~ [TOJHOMOYMIM  O3HAYaeT  MPEJOCTaBJICHHE
MOJIb30BATEISIM MHHHUMAJIBHBIX TMpaB JIOCTYIla B COOTBETCTBUU C IPOU3BOJICTBCHHOU
HEOOXOMMOCTHIO, HA OCHOBE MPHUHIIAIA «BCE, UYTO HE Pa3pelIeHO, 3aNpPeICHO.

JlocTyn K epCOHANBHBIM IaHHBIM JOJDKEH MPEIOCTABIATHCS TOJIBKO B TOM ClIydae U
00BéMe, ecnu 3TO HEOOXOIMMO COTPYAHHKY JUIS BBIIOJHEHUS €ro JOJDKHOCTHBIX
00s3aHHOCTEN U UHCTPYKLIUH.

30. IlpuHIMO  B3aMMOMAEHCTBHS W COTPYAHHMYECTBA IMPEINOaraeT CO3JaHUE
OnmaronpusaTHONW arMochepbl B KOJJICKTUBE, ISl CHYKEHUS BEPOSTHOCTH BO3HHUKHOBEHUS
HETaTUBHBIX JIEUCTBUIA, CBI3aHHBIX C YEJIOBEUECKHM (PaKTOPOM.

31. llpuHnpn  rUOKOCTH  CHCTEMBI  3alWTHI  MOAPAa3yMEBAET  BO3MOKHOCTh
pacIupeHus, WCKIIOYCHHUS WU 3aMEHbl Mep 3alluThl WHpOpMAIMK Ha padoTaromien
uHpOpMAIIMOHHOW  cucTtemMe  0Oe3  HapymeHHss  mporecca  e€  HOPMaJbHOTO
(bYHKIMOHHPOBAHHUSL.

32. IIpyHIUI OTKPHITOCTH aJITOPUTMOB M MEXaHH3MOB COCTOMT B TOM, YTO 3alllWTa
HE JO0DKHA 00eCmeurBaThCS TOJBKO 33 CUET CEKPETHOCTH CTPYKTYPHOH OpraHM3alud U
ITOPUTMOB (YHKITMOHUPOBAHUSL €€ TOJICUCTEM. 3HAHHUE aJTOPUTMOB PaOOTHI CHCTEMBI
3allIUTHl HE JOJHKHO JlaBaTh BO3MOXHOCTH €€ mpeojolieHus (naxe aBTopy). OaHako, 3TO
BOBCE HE O3HAUYaeT, 4TO WHQPOpPMAIMsS O KOHKPETHOW CHCTEME 3allUThl JOJDKHA OBITh
00111e10CTyHA.

33. MexaHu3Mbl 3aIlUTHl JOJKHBI OBITh HMHTYMTHBHO IOHSATHBI W IPOCTHl B
UCTIOJIb30BaHUU. [IpUMEHEHHe CpECTB 3allUThl HE TOJHKHO OBITh CBS3aHO CO 3HAHHEM
CHCIMATBHBIX S3BIKOB WM C BBIMIOJHCHUEM JICUCTBUH, TPEeOYIOMIMX 3HAYUTEIBHBIX
JOTIOTHUTENLHBIX — TPyAO3aTpaT TpH  OOBIYHOW  paboTe 3aperHCTPUPOBAHHBIX B
YCTaHOBJIEHHOM TOPSI/IKE MOJB30BaTeNeH, a Tak)Ke HE TOJDKHO TpeOOBaTh OT MOJIB30BATENs



BBITIOJTHCHUSI PYTHHHBIX MAJIOMOHATHBIX €My omepaliuii (BBOJ HECKOJIBKUX MapoJie U UMEH
U T.J.).

34. NudopMannoHHble TEXHOJIOIWH, TEXHMYECKHE M IPOrPaMMHEIE CPEICTBa,
CpeACTBA M MEpbI 3alIUThl MHPOPMAIMH JIOJKHBI OBITH peaii30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHS HAYKHM W TEXHUKH, HAYYHO OOOCHOBAHBI C TOYKH 3pPEHHUS JOCTIKCHUS
3aJIaHHOTO  YpOBHsA  Oe3omacHOoCcTH  HWHGOpPMAIMM W JOJDKHBI  COOTBETCTBOBATH
YCTaHOBJICHHBIM HOpPMaM M TpeOOBaHUSIM MO 0€30MaCHOCTH MEPCOHATBHBIX JIAHHBIX.

Cucrema 3alIMTHl MEPCOHAIBHBIX JIaHHBIX JOJDKHA OBITh OPHUEHTHUPOBaHA Ha
pelieHus, BO3MOXXHBIC PUCKH JUIsI KOTOPBIX M MEphl TPOTHBOJCUCTBUS STUM pPHUCKaM
MPOIILTU BCECTOPOHHIOID TEOPETUUYECKYIO U MPAKTUUYECKYIO MPOBEPKY.

35. [puHIKO CrIEHHANU3aMd ¥ IpoPeCCHOHAIM3Ma TIPEIIIoIaracT MPUBICYEHHE K
pa3paboTKe CpEICTB W pealu3allk Mep 3alluThl HHGOPMAIUU CICIHATH3UPOBAHHBIX
opraHuzaiuii, Hambojee IMOATOTOBICHHBIX K KOHKPETHOMY BHIY JEATCIBHOCTH TIO
obecrieueHHI0 OE€30MaCHOCTH TIEPCOHANIBHBIX JAHHBIX, HMEIOIIUX OIbBIT MPAKTUYECKOU
paboThl W JIMIEH3WI0O Ha TIPaBO OKa3aHUS yCJIyr B JToM obnactu. Peanmuszanus
aJMUHUCTPATUBHBIX MEp M OKCIUTyaTallWsl CPEJCTB 3alllUTHl JIOJDKHA OCYIIECTBISITHCS
npodeCCHOHATBHO MOATOTOBICHHBIMH clienanucTamu LlenTtpa.

36. IMpuHnun  00A3aTEIBHOCTH  KOHTPOJIA — IPEANojaraeT  o0A3aTelbHOCTh |
CBOEBPEMEHHOCThH BBISIBIICHHS U MPECEUCHUS TOTBITOK HAPYIIICHUS YCTAHOBJICHHBIX MPABHII
obecrieueHusT 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX Ha OCHOBE HMCIIOJIB3YEMBIX CHCTEM H
CPE/CTB 3alUTHl HH()OPMAIIUH.

KonTtposnb 3a 1esTenbHOCThIO JTI000TO MOIB30BaTENs, KaXK0TO CPEACTBA 3AIIUTHI U B
OTHOIIICGHUH JIFOOOr0 OOBEKTa 3alluThl TEPCOHANBHBIX JaHHBIX B lleHTpe mOIDKeH
OCYIIIECTBIIATLCS Ha OCHOBE NMIPUMEHEHHUSI CPEJICTB ONEPATUBHOTO KOHTPOJISI U PETrUCTPAIIUU
U JIOJDKEH OXBAaThIBATh KaK HECAHKIIMOHUPOBAHHBIC, TaK M CAHKIIMOHUPOBAHHBIC JTCUCTBUS
MMOJIL30BaTEIICH.

VIIl. Mepsl u cpencTBa o6ecnedeHust
TPeOyeMOro ypoBHs 3alIUIIEHHOCTH MH(popManMOHHBbIX cucTeM LlenTpa

37. Obecneuenre TpeOyeMOro ypoBHS 3aIMIIEHHOCTH OJDKHOCTH JTOCTHIAaThCS C
HCIIOJIb30BAHUEM MEp, METOJIOB M CPEICTB 0€30MaCHOCTH.

38.Bce mepel  obecrmeueHnss  0€30IaCHOCTH  MH(OPMAIMOHHBIX  CHCTEM
NOJIpa3IeNSIFOTCS Ha:

3aKOHO/IaTelIbHbIE (ITPaBOBLIC);

MOPaJIbHO-3TUYECKHUE;

OpraHu3aIMOHHBIC (aIMUHUCTPATUBHBIC);

¢buznyeckue;

TEXHUYECKHE (ANapaTHO-IIPOTrPAMMHBIE).

39. K 3akonomarenbHbIM  (TPaBOBBIM) MepaMm — oOecrieucHus  GE30MacHOCTH
WH(POPMAIIMOHHBIX CUCTEM OTHOCATCS JAeicTBytomue B Poccuiickoit ®enepanun
HOPMATUBHBIE AaKThl, PEIVIAMCHTUPYIOIINE TpaBuiia OOpalieHus C TePCOHATBHBIMU
JMAaHHBIMH, 3aKPEIUISIONINEe TpaBa M OOS3aHHOCTH YYaCTHHUKOB HH(POPMAITMOHHBIX
OTHOLIEHH B mpouecce €€ oO0padOTKM M HMCIHOJB30BaHUSA, a TaKKe YCTaHABIMBAIOIIUE
OTBETCTBEHHOCTh 3a HapYLIECHUs dTUX MPABUJI, MPEISATCTBYS TEM CaMbIM HEIIPAaBOMEPHOMY
WCIIOJIb30BAHUIO TIEPCOHAIBHBIX JTAHHBIX W SIBISIOMIUAECS CACPKUBAOIMIMM (DakTOpoM st
MOTEHI[MATIBHBIX HapylIuTeNle. 3akoHoAaTeNbHbie (IIPaBOBbIE) MEPHI 3alUTHI HOCAT B



OCHOBHOM  YIPEXKJAIOIUN, MNPOPUIAKTHUECKHM XapakTep M TpeOyIOT MOCTOSIHHOU
Pa3bACHUTEIBHON PabOTHI € MOJIB30BATENSIMU HH(DOPMAIIMOHHBIX CUCTEM.

40. K MOpaJlbHO-3THYECKAM MepaM obecrieyeHust 6e30MacHOCTH HH()OPMAIIMOHHBIX
CHUCTEM OTHOCSTCSI HOPMBI TOBEACHUS, KOTOpPbIE TPATUIMUOHHO CIOXKWINCh WU
CKJIIBIBAIOTCSI TI0O Mepe pachpocTpaHeHHus MHGOPMAlMOHHBIX TeXHOJorui. MopanbHo-
ATUYECKHE MEpPBhI 3alIUTHI SABISIOTCA NPOPUIAKTUIECKUMHU U TPEOYIOT MOCTOSIHHONU paboThI
0 CO3JaHUI0 370POBOrO MOPAIBHOTO Kiaumara B LIeHTpe W CHMXKAIOT BEpPOSITHOCTH
BO3HUKHOBEHMS HETaTUBHBIX JIEUCTBUH, CBA3AHHBIX C YEJIOBEYECKUM (PaKTOPOM.

41. Opranuzanuonnsie (aIMUHUCTPATUBHBIC) MEPHI obecredeHus O0e30MacHOCTH
UH(OPMAIIMOHHBIX CUCTEM — 3TO MEPBI OPTaHU3AIMOHHOTO XapaKkTepa, periaMeHTUPYIOIne
npoiecchl (PYHKIIMOHUPOBAHUS HWH(POPMALIMOHHBIX CHCTEM, HCIOJIb30BAHUE PECYPCOB
WH(OPMAIIMOHHBIX CHCTEM, JESITEILHOCTh 00CITYKUBAIOIIETO MEPCOHANA, a TAKKE MOPSIOK
B3aMMO/JICHCTBUSL TOJIb30BaTENe TakuM 00pa3oM, UYTOOBI B HAWOOJBIICH CTENEHU
3aTPYJHUTH WU UCKIIOYUTH BO3ZMOXXHOCThH pPeainu3alvi yrpo3 0€30MacHOCTH WM CHU3UTH
pa3Mep NoTephb B Cllydae UX peain3aluu.

42. OpraHu3aiMoHHbIE MEpbI obecrieyeHus 0€30MacHOCTH JTOJIKHBI
npeaycMaTpuBaTh — perjamMeHT — WH(OPMAIIMOHHBIX  OTHOIICHWH,  HCKIIOYAIOIINX
BO3MOXKHOCTh HECAHKIIMOHUPOBAHHBIX JIEUCTBUW B OTHOIICHUU OOBEKTOB 3alUTHI,
OMPENENATh KOAIUIIMOHHBIE W HEPAPXUUECKUE MPHUHIMUIBI U METOAbl pasrpaHUUYCHUS
JOCTyna K TMEepCOHAIBHBIM JAHHBIM; OINPEACNATh MOPSAOK paboThl ¢ MPOrpaMMHBIMU U
TEXHUYECKUMH (ammapaTHBIMH) CPEACTBAMH 3allUThl W KPUIITO3AUIUTHl W JPYTUX
3alIUTHBIX MEXaHU3MOB; OpPraHU30BAaTh MEPHI MPOTHUBOACUCTBUS HECAHKIIMOHHUPOBAHHOTO
JOCTyna Ha 3Tamax ayTeHTH(PHUKAIMW, aBTOPU3AINH, HICHTU(UKAINHN, 00ECIIeUNBAIOIINX
rapaHTUU peaju3alliy MPaB ¥ OTBETCTBEHHOCTH CYOBEKTOB HH(POPMAIIMOHHBIX OTHOIIICHHUH.

43. OpraHusalMOHHBIE MeEPHl JOJDKHBI COCTOSTh M3 periamMeHTa JIoCTyla B
KOHTPOJMPYEMYIO 30HY; TOpsAKa JOMycka COTpyIHUKOB LleHTpa K HCNONB30BaHUIO
pecypcoB  uHpopMmanmoHHBIX  cucteM  lleHTpa;  MHCTpyKIuil  (MOJIB30BATEINS
UH(OPMAIIMOHHOM CUCTEMBI, aJIMHHHICTpATOpa UH(OPMAIIMOHHOM CUCTEMBI,
aIMUHHCTpaTOpa OE30MaCHOCTH) M JPYTUX JIOKYMEHTOB, DPETJIAMEHTHUPYIOIIMX MOPSI0K
dbyHKIMOHUpPOBaHUs HHGOPMAIMOHHBIX cucTeM B L{eHTpe.

44, dusnyeckne Mephl olOecneueHs O€30MacHOCTH HH(OPMAIMOHHEIX CHCTEM
OCHOBaHbl Ha NPUMEHEHHWU PA3HOrO0 poJa MEXaHUYECKUX, AJIEKTPO- WU BJIEKTPOHHO-
MEXaHUYECKUX YCTPOMCTB M COOPYKEHUH, CIENHUATBHO MpeTHA3HAYCHHBIX JJIS CO3JaHUS
buU3MYECKUX TPEMATCTBHA HAa BO3MOXKHBIX IYyTSAX TNPOHUKHOBCHUS W JIOCTyIa
MOTEHIIMATBHBIX HAPYIIUTENCH K KOMIIOHEHTaM CHCTEMbl U 3alllUIaeMoi HHpOpMAIUH, a
TaK)ke TEXHUYECKUX CPEJICTB BU3YaJIbHOTO HAOIIOICHNS, CBSI3U U OXPAHHOM CUTHATU3AINH.

45. dusnyeckas  3amUTa  3JaHAN, [IOMEIIEHH#H, OOBEKTOB W  CPEICTB
uH(pOpPMATHU3AINH JIOJDKHA OCYIIECTBIISITBCS IYTEM YCTAHOBJICHHUS COOTBETCTBYIOIIMX
MOCTOB OXpPaHbI, C MOMOIIbI0 TEXHUUYECKUX CPEACTB OXPaHbl WM JIOOBIMU JIPYTUMHU
croco0amu, TPEAOTBPAIIAOIINMHU WM CYIIECTBEHHO 3aTPYIHSIONIUMU MPOHUKHOBEHHE B
3/1aHUE, TTOMEIICHUSI MMOCTOPOHHMX JIWII, XUIIEHUEe WH(OPMAIMOHHBIX HOCHUTENICH, caMux
cpencts MHGOPMATHU3AIMK, HWCKIIOYAIONUMU HAXOXKJEHHE BHYTPH KOHTPOJIUPYEMOU
(oxpaHsieMOl) 30HbI TEXHUUECKUX CPEJICTB PA3BEIKHU.

46. Texuuyeckue (ammapaTHO-TPOrpaMMHBIE) Mepbl OOecrmedeHus: 0e30MmacHOCTH
MH(OPMALIMOHHBIX CHUCTEM OCHOBaHbl Ha MCIHOJB30BAHUU PA3IMYHBIX AJIEKTPOHHBIX
YCTPOWCTB M CIELHUAIBHBIX MPOrpamMM, BXOJSIIUX B COCTaB MH()OPMAIMOHHBIX CHUCTEM U
BBITIOJIHSIIOIIUX (CaMOCTOSITENIbHO WJIM B KOMILIEKCE C APYTUMHU CpEACTBaMH) (PYyHKUIUU



3alUThl (MACHTU(UKALNMIO U ayTeHTU(UKALMIO MT0JIb30BaTeNel, pa3rpaHUueHUe JOCTYyNa K
pecypcaM, perucTpaimio coobITHH, KpunTorpadpuieckoe 3akpeiTue MHPOpMALUU U T.1.).

47. B coctaB CHCTEMbI 3aIUTHI MEPCOHATBHBIX JAaHHBIX B LICHTpE MOIKHBI OBITH
BKITIOYCHBI CIIEAYIOINE CPENICTRA!

3alUTa OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;

uaeHTU(UKAIMS (OTTO3HABAHUS) M ayTeHTH(HUKAIUS (TOATBEPIKIACHUS TTOTHHHOCTH )
10JIb30BaTeNell ”HPOPMALIMOHHBIX CUCTEM;

pasrpaHrueHue JOCTYIa 3apEeruCTPUPOBAHHBIX TTOIH30BATEIICH CHCTEMBI K pecypcam
uHpOpMalMOHHBIX cucTeM LleHTpa;

oOecrieueHNe W KOHTPOJb IEJIOCTHOCTH TPOTPAMMHBIX M HH()OPMAITMOHHBIX
pECYpPCOB;

OTIEpPATHUBHBIN KOHTPOJIb U perucTpanus coObITU 6€30MacHOCTH;

3alIUTa OT YT€YKH MHGOpMAIMHM MO TEXHUYECKUM KaHajlaM CBSI3U U [0 KaHallaM
MOOOYHBIX JICKTPOMArHUTHBIX U3ITy4E€HUH U HABOJIOK;

Kpuntorpadpuieckue  aHTUBUPYCHBIE CPEICTBA 3aIUTHI IEPCOHANBHBIX JaHHBIX;

IpOrpaMMHO-aNMapaTHbIe CPEACTBA 3aLIUTh HHPOPMALIUH.

48. YcneniHoe TpUMEHEHHE TEXHHYECKMX Mep oOecredeHuss 0e30MacHOCTH
UHPOPMAIIMOHHBIX CHCTEM Ha OCHOBAHWW OCHOBHBIX IMPHHIIMIIOB TOCTPOCHHS CHCTEMBI
KOMIUIEKCHOM 3aluThl MHPOPMALUK MPENojaraeT, YTO BBINOJIHEHUE IMEePEUYUCICHHBIX
HIDKE TpeOOBaHUN 00ecleyeHO OpraHu3alMOHHBIMH (aJIMUHUCTPATUBHBIMU) MEpamMH U
UCTIONB3yEeMBIMH (DHU3HMUECKUMHU CPEACTBAMHU 3alTUTHI:

oOecrieyeHa (Qu3nyeckas LEIOCTHOCTh BCEX KOMIIOHEHTOB HH()OPMAIMOHHBIX
CHUCTEM;

obecrieueH y4€T U XpaHEHHE ChEMHBIX HOCHUTENEeH MHPOpMAalMU M UX OOpaleHHe,
UCKIJTIOYAIOIIEe XUIICHUE, IOJAMEHY U YHHUTOKEHHE;

o0ecreueHo pe3epBUPOBAHUE TEXHUYECKHX CPEACTB, AyOIMpOBaHHWE HOCUTENEH
uH(pOpMAaIINK;

o0ecrieueHa JEKTPOMAarHuTHas pa3Bs3ka MEXTy JTUHUSAMH CBSI3U M IPYTHUMH LETISIMU
BCIIOMOTATENbHBIX TEXHUYECKUX CPEICTB H CHCTEM, BBIXOMANIMMH 32 TPEACIbI
KOHTPOJUPYEMOH 30HBI, U HH(OPMAITMOHHBIMU LETSIMH;

00eCreyeHo HCIOIb30BaHNE AHTUBUPYCHBIX CPEACTB 3alllUThl OT BPEIOHOCHOTO
IPOrpaMMHOI0 o0ecreyeHust ¥ KpUNTorpauueckux cpesiCTB 3allluThl HHPOpMAIUY;

00eCreyeHo HCIOJb30BaHUE CPEACTB 3aIIUThl MH(POPMALKMU, MO3BOJSIOUIMX BECTH
COOCTBEHHBIE JKYpHajJbl PETUCTPALMM COOBITHI MapaljieIbHO CO BCTPOCHHBIMH B
UHPOPMAIIMOHHBIMU CUCTEMaMU;

00ecTeueHO UCTIOIh30BaHNE MEKCETEBOTO SKPAHUPOBAHMSI KaK MPHU HCIIOJIb30BaHUHU
IPOTPaMMHBIX, TaK M MPH UCIIOIB30BAHUH AIMAPATHBIX MEKCETEBBIX 3KPAHOB;

Kbl TMOJIb30BaTENIb MHPOPMALMOHHBIX CHUCTEM HMEET YHUKaJIbHOE CHCTEMHOE
UMS ¥ MUHUMAIBHO HEOOXOJUMBIC /IS BBIMOJHEHUS WMH CBOMX ()YHKIIHOHATBHBIX
00s13aHHOCTEN TIOTHOMOYHS IO JOCTYIY K pecypcam HH()OPMAIIMOHHON CUCTEMBI;

pa3paboTKa M OTJIaJKa MPOrpaMM OCYILECTBISIETCA 3a MpeAeaaMu HHPOPMALMOHHBIX
CHCTEM Ha BBIJICICHHBIX IIEPCOHANBHBIX KOMITBIOTEPaX;

BCE M3MCHCHHUS KOH(WTrypanmuu TEXHUYECKHMX W TPOTPAMMHBIX  CpEJCTB
UHPOPMAIIMOHHBIX ~ CHCTEM  NPOU3BOAATCA B  CTPOrO  yCTAHOBIEHHOM  TOPSIKE
(perucTpupyroTcs 1 KOHTPOIUPYIOTCS) TOJIBKO HA OCHOBAHHH PACIIOPSHKEHUH PYKOBOJCTBA

IlenTpa;
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ceTeBoe 000pyaoBaHUE (KOHIIEHTPATOPhI, KOMMYTATOPbI, MApIIPYTU3aTOPhl U T.I1.)
pacrojlaraeTcsi B MEeCTax, HEJOCTYIHBIX JUIsI TMOCTOPOHHHUX (CHCIMAIBHBIX MOMEIICHUSX,
mkadax, u T.11.);

MOJIB30BATENISIMA ~ UH(OPMAIIMOHHBIX  CHCTEM  OCYIIECTBIISIETCS  HEMPEPBIBHOE
yIpaBlieHUE U aIMUHUCTPATUBHAS TOIJICP)KKa (YHKITMOHUPOBAHUS CPEJICTB 3aIUTHI.

VIIl. Mogeas yrpo3 6e30macHoOCTH MEPCOHAIBHBIX JAHHBIX
npu ux oopadorke B uHGopManuOHHbIX cucTemax LlenTpa

49. Tnss uHOpMAIMOHHBIX cucTeM LIeHTpa BBIIEISIOTCS CIEIYIOIIHE OCHOBHBIC
KaTeropuu yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX:

yrpo3a OT YTEUKH MO TEXHUYECKUM KaHaJlaM;

yrpo3a HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MH(POpMAIUH:

yIrpo3a YHUUTOXKEHHS, XUILIEHUS alapaTHbIX CPEICTB MH(POPMALMOHHBIX CUCTEM,
HOocuTenel nHpopMmanuu myTéM (U3UIECKOTO AOCTYIa K 3JIeMeHTaM HH(GOPMAIMOHHBIX
CHUCTEM;

yrpo3a XHWIINCHUSA, HECAHKIMOHUPOBAHHOW MoOIU(MUKAIMN WIH OJIOKUPOBAHUS
uH(pOpMalMU NYTEM HECAHKIIMOHUPOBAHHOI'O JOCTyNa C MPUMEHEHHUEM IPOTrpaMMHO-
annapaTHbIX M IPOTrPaMMHBIX CPEACTB (B TOM 4YHUCJIE MPOTPAaMMHO-MAaTEMaTUUYECKHUX
BO3JICHCTBUI);

yIrpo3a HEeNpeJIHaMEpPEHHBIX NEeHCTBUN MONIb30BATENEeH U HapyIIEHU 0e30MacHOCTH
(GYHKIMOHUPOBAHUS UH(MOPMAIIMOHHBIX CUCTEM M CPEJCTB 3aIlUThl EPCOHATBHBIX TAHHBIX
B e€ cocraBe M3-3a COOEB B MPOrpaMMHOM OOECIEUeHHH, a TaKkKe OT Yrpo3 He
aHTporioreHHoro (cOoeB  ammapartypbl U3-3a HEHAAEKHOCTH  JJIEMEHTOB, CcOOEB
AIIEKTPONUTAHUS) M CTHUXUHHOro (yJapoB MOJHHM, MOXapoB, HAaBOJHEHUN U T.I.)
XapakTepa;

yIrpo3a nIpeJHaMEPEHHBIX AEHCTBUM BHYTPEHHUX HApYILIUTEIECH;

yIrpo3a HECAaHKIMOHUPOBAHHOTO JIOCTYTIA [0 KaHalaM CBSI3H.

50. Mojenp HapymmTens: 6€30MacHOCTH TIEPCOHAIBHBIX JAHHBIX TPH X 00paboTKe
B MH(opManmoHHbIX cucTteMax LleHTpa omperensercss oOLMMH MOJOXKEHUSIMH MoJeNen
yrpo3 0e30MacHOCTH TEPCOHANBHBIX JaHHBIX NpU UX 00paboTke B HMH(POPMAIIMOHHBIX
cucreMax LleHTpa, yrBepk1€HHBIMU NpUKa3oM LleHTpa.

IX. KoHTposb 3¢(eKTHBHOCTH CHCTEMbI 3aIIIMTHI MEPCOHAIbHBIX AaHHbIX B [leHTpe

51. KouTpoas 3(ppeKTHBHOCTH CHCTEMBI 3aAIMUTHI MEPCOHANBHBIX JAHHBIX IOJDKEH
OCYIIECTBIIATHCS Ha Mepuoandeckoit ocHoBe. B LlenTpe mnenpio koHTpois 3¢ HEKTUBHOCTH
ABJISIETCS CBOEBPEMEHHOE BBISIBICHWE HEHAJIEKAIIUX PEKUMOB pabOThl CUCTEMbI 3aLIUTHI
MEPCOHAIBHBIX JAHHBIX (OTKIIOUEHHUE CPEJCTB 3alllUThl, HAPYIICHHE PEKHUMOB 3aIIUThI,
HECAaHKIIMOHUPOBAHHOE M3MECHEHHE PEKMMa 3alllUTHI U T.I1.), a TaK XK€ MPOTHO3UPOBAHUE U
MIPEBEHTUBHOE pearnpoBaHUE HA HOBBIE YTPO3bl 0€30MaCHOCTH MEPCOHATBHBIX JIAHHBIX.

52. Koutpons 3()(GEKTHBHOCTH CHCTEMBI 3alllUTHl IEPCOHANBHBIX JaHHBIX MOKET
MPOBOAUTHCS KaK aIMUHUCTPATOPOM Oe30macHOCTH MH(OPMAIIMOHHBIX cucTeM LleHTpa, Tak
U TIPUBJICKAEMBIMU JJII ATOM 1€MW KOMIIETEHTHBIMU OpPTaHU3alMiIMH, HWMEIOUIUMHA
JUIEH3UIO Ha 3TOT BUJ ACSATEIBHOCTH, a Takxke DefepanbHON Cy:K00M 10 TEXHUUECKOMY U
IKCHOPTHOMY KOHTpOJt0 Poccuiickoit @eneparnu u denepanbHOi cayxk00i1 6€30macHOCTH
Poccuiickoit @enepanuu B npeaenax ux KOMIIETEHIUH.
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53. KOHTposb ~ MOXET  OCYIIECTBISTHCS  aAMHHHCTPATOpPOM  OE30MacHOCTH
UH(OPMAIIMOHHBIX cucTeM LleHTpa Kak ¢ MOMOIIBIO INTATHBIX CPEACTB CHUCTEMBI 3alUTHI
MEPCOHAIBHBIX JAHHBIX, TaK W C T[OMOIIBI0 CHEIUAIBHBIX MPOTPAMMHBIX CPEJCTB
KOHTPOJIS.

54. Ornenka 3G GEKTUBHOCTH CHCTEMBI 3alUThI TIEPCOHATBHBIX JaHHBIX MPOBOIUTCS
C HCMOJb30BAaHWEM TEXHUUYECKHX U TMPOTPAMMHBIX CpPEICTB KOHTPOJS Ha TMpeaMeT
COOTBETCTBHUS YCTAHOBJIEHHBIM TPEOOBAHUSIM.

X. OTBETCTBEHHOCThH

55. OTBETCTBEHHBIM 3a pPa3pabOTKy Mep 3allUThl IEPCOHATBHBIX JAHHBIX U
KOHTpOJb 3a oOecmedeHneM Oe30MmacHOCTH TEPCOHATBHBIX NAaHHBIX SBISETCS TUPEKTOP
[lenTpa.

56. Tupekrop LleHTpa MOXKET JENerHPOBATh YaCTh MMOJHOMOYHI MO OOECIICUCHHUIO
0€30MacHOCTH MEePCOHANBHBIX JAHHBIX.

57.lpu B3aMMOJCHCTBMHA CO CTOPOHHHMH OpTraHH3alUsAMH B CIydYasx, KOTIa
COTPYIOHHKAM JTHX OpPTaHW3aIlil MpPEJOCTaBISIETCS AOCTYN K MEPCOHAIBHBIM JTaHHBIM,
oOpabaTsiBaeMbiM B LleHTpe, ¢ STUMH OpraHu3alMsIMH 3aKJIIOYAETCs COTJIAlllEHUuEe O
KOH(QUIEHIIMAIBHOCTH JIMOO CoOrjalleHue O COOMIOACHUHM peXHuma 0e30IacHOCTU
NEPCOHANBHBIX JaHHBIX. [lOArOTOBKa THIOBBIX BapHMAHTOB YKa3aHHBIX COTJIAIICHHUN
OCYILECTBIISIETCS FOpUCKOHCYIbTaMu LleHTpa.

XI1. O:xumaemslii 3¢ dexT oT peanuzanuu HacTosmei Konuenuun

58. Peanmmzanus Hacrosmeii KoHIenuuu no3BoJiuT:

OILICHUTDH COCTOsTHHE Oe30macHoCTH HHbopManuu nHPOpMaIIMOHHBIX cucTteM LleHTpa,
BBISIBUTh MCTOYHMKH BHYTPEHHUX M BHEIIHUX yrpo3 HMH()OPMAIMOHHON O€30MacHOCTH,
OTIPEJICIIUTh TPHUOPUTECTHBIC HAMPABICHUS TPEIOTBPAICHUS, OTPAKCHHAS U HEHUTpaIU3aluu
ATHUX yTPO3;

pa3paboTaTh OPTraHU3AIMOHHO-PACIIOPSAUTEIbHBIE JOKYMEHTHI MPUMEHUTEIBHO K
nH(pOpMaIMOHHBIM cucTeMaMm LleHTpa,

MPOBECTHU KiaccuUKaImo HHHOPMAIIMOHHBIX cucTeM LleHTpa;

MPOBECTH  OPTaHMU3AI[MOHHO-PEKUMHBIE W TEXHUYECKHE  MEPOINPHUSATHS IO
obecrieueHnI0 OE30MaCHOCTH MePCOHANBHBIX JaHHBIX B [{eHTpe;

oOecrieynTh  HEOOXOJMMBIH  YpPOBCHb  0O€30MACHOCTH  OOBEKTOB  3alUTHI
NepCOHAIBHBIX TaHHBIX B LleHTpe.

59. OcymiecTBaeHnE STUX MEPOIPUATHI 00ECIIEYNT CO3JaHNE €IUHON M IETOCTHON
CUCTEMBbI HMH(OPMAITMOHHOW O€30MacHOCTH HWH(POPMAIMOHHBIX CHCTEM IEPCOHATBHBIX
JAHHBIX M CO3JIACT YCIOBUS JJIs €€ JaIbHEHIIIETO COBEPIICHCTBOBAHUSI.



YTBEPX/IEHA

IPUKa30M ABTOHOMHOIO
YUPEXKICHUS COITUATBHOTO
oOcimy>XxuBaHus Y IMYPTCKOM
Pecny6nuku «PecmyOnukanckuii
peadMIUTAIIMOHHBIN LICHTP IS
JleTel ¥ ITOAPOCTKOB C
OTPaHUYEHHBIMHU BO3MOXKHOCTSIMU

ot «10» mapra 2020 roma Ne 53-O/1

MHOJIMTUKA
nHopManHuoOHHOH 0e30nacHOCTH HHPOPMALMOHHBIX CHCTEM
ABTOHOMHOIO Y4Ype:KIeHHS COHAIBHOIO 00cay;KuBaHus Y AMYpPTCcKoi Pecy0iuku
«Pecny0IMKAHCKNI peadUIMTAIIMOHHBIA HEHTP JJIM IeTeil U MOAPOCTKOB €
OrpaHNYeHHBIMH BO3MOKHOCTSIMM

. OO0mme moJ1oKeHUst

1. Hacrosimas ITonuTrka paspaboTaHa B COOTBETCTBHH C IIEJISIMH, 3aJa4aMH M
NpPUHIMIIAMH OOecrieueHrss 0e30MacHOCTH TEPCOHAIBHBIX JIAHHBIX, W3JI0)KEHHBIMU B
Konuenuuu napopMannoHHOW 6€30MacCHOCTH MH()OPMALIMOHHBIX CUCTEM ABTOHOMHOIO
YUYpEeKIACHUs COLIMATILHOTO 00CITy>KUBaHUS Y amypTckon Pecniybnuku
«PecniyOnukaHCKUii  peaOWIMTAIIMOHHBIA IEHTp [UIS  JeTel W MOAPOCTKOB C
OrpaHUYEHHBIMH BO3MOXHOCTSIMI» (ajnee — LleHtp).

2. llenpro mHacrosmedt Ilonmutukm sBusgercs obecreyeHHe 0OE30MaCHOCTH
O00BEKTOB 3alIUTHl NEPCOHATBHBIX JNAaHHBIX LleHTpa OT BceX BUAOB yrpo3, BHEIIHUX U
BHYTPEHHHUX, YMBIIUICHHBIX M HENpeIHAMEPEHHBIX, MHHMMH3AIMS yiiepba oT
BO3MOXKHOM peanu3aluu yrpo3 0€30MacHOCTH NePCOHANBHbBIX TAHHBIX.

3. be30omacHOCTh TEPCOHANBHBIX JaHHBIX JIOCTHIAeTCA MYTEM HMCKIIOYEHHS
HECAaHKLIMOHUPOBAHHOT'O, B TOM YHCJE CIYy4alHOTO, JOCTYIA K IEPCOHAIBHBIM JIaHHBIM,
pe3yabTaTOM KOTOPOTO MOXKET CTaThb YHHUYTOXKEHHE, H3MEHEHue, OJIOKUpOBaHUE,
KOIIMPOBAaHUE, PACIHpPOCTPAHEHHE  IEPCOHAJIBHBIX  JIaHHBIX, a TaKXe  HUHBIX
HECAaHKIIMOHUPOBAHHBIX JICUCTBUU.

4. B llentpe obecreunBaeTCsi OCYIIECTBICHHE CBOCBPEMEHHOTO O0OHAPYKEHHS U
pearupoBaHusl Ha Yrpo3bl 0OE30MaCHOCTH MEPCOHAIBHBIX MaHHBIX, IMPEIOTBPALICHHUE
NpeHaMEePEHHbIX WM CIy4alHbIX, YACTHUYHBIX MJIM TOJIHBIX HECAHKIIMOHUPOBAHHBIX
Moau(UKAUI WK YHUYTOKECHHSI TIEPCOHATIbHBIX JaHHBIX.

5. TpeboBanust Hactosimieit [TOTUTUKH pacpOCTPAHSIIOTCS HA BCEX COTPYAHHKOB
[lenTpa (ITOCTOSIHHBIX, BPEMEHHBIX), a TaAKXKE MHBIX JIUL (IOAPSATYUKOB, UCIIOTHUTENEH,
NPOBEPSIONIUX U T.I1.).

Il. Cucrema 3ammThl NEPCOHATBHBIX JAHHBIX

6. Cucrema 3aIUTHI MEPCOHATBHBIX JAaHHBIX CTPOUTCS B LleHTpe Ha OCHOBAHUH:

3akoHoJaTenbeTBa Poccuiickoit denepanuu B 00J1aCTH 3aIIUTHI [IEPCOHATBHBIX
JAHHBIX, PYKOBOJAUIMX JOKYMEHTOB denepanbHOil ClayKObl IO TEXHUYECKOMY U
AKCIIOPTHOMY KOHTpoJt0 Poccuu u denepanbHoii ciyx0b1 Oe3omnacHoct Poccnu;



OpraHU3allMOHHO-PACTIOPSAUTENbHBIX J0KyMeHTOB lleHTpa B cdepe 3auiuThl
MEPCOHAIBHBIX JAHHBIX.

/. Ha ocHOBaHHMH aHalM3a aKTyaJlbHBIX yrpo3 OE30MaCHOCTH IEPCOHAIBHBIX
JMAHHBIX, OINHCAHHOTO B MOJENSIX Yrpo3 Oe3omacHOCTH Mpu uX 00paboTke B
uH(pOpMaMOHHBIX cucTemMax LleHTpa u oTuéTe 0 pe3ynbTarax MpOBEACHUS BHYTPEHHEH
MPOBEPKU 00ECTICUCHHUSI 3AIIUTHI IEPCOHAIBHBIX JAHHBIX B MHGOPMAIIMOHHBIX CUCTEMAX
Llentpa, nenaeTcsi BBIBOA O HEOOXOIUMOCTH HCHOJIb30BAaHUS TEXHUYECKUX CPEICTB U
OpraHU3alMOHHBIX MEPONpPUATUN I obOecrieueHus: Oe30MacCHOCTH MEPCOHATbHBIX
JTAHHBIX.

8. s xaxkmoil MH(POPMAIMOHHOUW CHCTEMBI JODKEH OBITH COCTABIIEH CIIUCOK
UCIIOJIb3YEMbIX TEXHMYECKUX CPEJICTB 3aIlUTHI, a TAKXKE MPOrPaMMHOTO OOecTeUeHHUs,
y4acTBYIOIIET0O B 00pabOTKe TEpCOHANBHBIX JaHHBIX, HA BCEX JJIEMEHTax
UH(OPMAIIMOHHBIX CUCTEM:

MEPCOHAIIBHBIE KOMITBIOTEPHI MOJIb30BATENECH;

CepBEPHI MPUIIOKECHHUII;

cuctema yrpanienus 6azamu nanubix — CYB/I;

rpaHuULA JIOKATbHON BBIUACIUTEIBHOMN CETH;

KaHaJIbI TIEpeIauu B CETH OOIIETO MOJIH30BaHMUS.

9. B 3aBHCHMOCTH OT YPOBHs 3aIIUIIEHHOCTH HWH()OPMAIMOHHBIX CHCTEM M
aKTyaJIbHBIX YTPO3 CHCTEMa 3aIlUThI MMEPCOHANBHBIX JAHHBIX MOXKET BKIIOYATh B CeOs
CIEYIOIINE TEXHUYECKUE CPEJCTBA!

AHTUBHUPYCHBIE CPENICTBA MJIsi TMEPCOHAIBHBIX KOMITBIOTEPOB MOJB30BATENCH U
CEPBEPOB;

CpEICTBAa MEKCETEBOI0 SKPAHUPOBAHUS,

cpencTBa Kpunrorpaduyeckoil 3auuTsl HHGOPMALMK NPHU NIepeiade 3aliuiaeMoin
uH(GOPMAIINY 110 KaHATaM CBSI3H.

Takxe B CMHUCOK JIOJDKHBI OBITh BKJIFOYEHBI (DYHKIIMU 3aIIUTHI, 00eCIIeYnBaeMbIe
MITAaTHBIMU CPEJICTBAaMU OOpPaOOTKU TIEPCOHANIBHBIX JIAHHBIX OIMEPAIIMOHHOW CHUCTEMBI,
NPUKIATHBIM  MPOTPAMMHBIM ~ OOECIIEYEeHHEeM U  CHEIUaJbHBIMU  KOMILJIEKCaMH,
pealn3yIoIUMHU cpeicTBa 3auThl. CUCOK (QYHKITUH 3alUTHl MOKET BKJIFOYAThH B CEOSI:

YIPaBIICHUE U Pa3rpPaHUYECHUE JOCTYIA MMOJIb30BATEIICH;

perucTpanuio u yuér aercTsuil ¢ nundopmarmei;

00eCIeUYeHHE 1IEIOCTHOCTH JaHHbIX;

OCYILECTBIICHHE OOHAPYKEHUS BTOPKEHUIA.

I11. TpeGoBanus Kk moacucTEMaM CHCTEMBI 3aIUTHI IEPCOHATBHBIX TAHHBIX

10. Cucrema 3ammThl MEPCOHANBHBIX JAHHBIX BKJIIOYACT B CeOs CIEAYIOLINE
IIOJICUCTEMBI:

YIIPaBJICHUS JOCTYIIOM;

perucTpauuy 1 yde€ra;

oOecrieyeHus LIeIOCTHOCTHU U IOCTYITHOCTH;

AHTUBUPYCHOM 3aIlUTHI;

MEXKCETEBOI'0 SIKPaHUPOBAHHUS;

aHaJIM3a 3alUIEHHOCTH,

oOHapy>XKeHUs1 BTOPKEHUH;

KpUNTOrpapuuecKoi 3aIlUThl.



3

11. TloacucTeMbl CHCTEMBI 3alUTHI TEPCOHATBHBIX AAHHBIX WMEIOT Pa3IHYHBIN
(GyHKIMOHAN B 3aBUCMMOCTH OT KJlacca MH()OPMALMOHHOM CUCTEMBI, YCTAHOBJIEHHOTO B
aKTe KjaaccU(puKaluyu HHOOPMALIMOHHON CUCTEMBI.

12. Tloncucrema ympaBieHHss [JOCTYIIOM MpeIHA3HAYCHA [UIS  peaH3al[in
CIIEYIOMUX ()YHKIHIH:

UACHTU(UKAIUS U TPOBEpPKA IMOJUIMHHOCTH CYOBEKTOB JOCTyNa IPU BXOJIE B
MH(OPMALMOHHYIO CUCTEMY;

UCHTU(UKAIUS TEPMUHAJIOB, Y3JIOB CETH, KaHAJIOB CBS3U, BHEUIHUX YCTpPOICTB
I10 JIOTUYECKUM UMEHAM;

UACHTH(QUKALUS IPOrpaMM, TOMOB, Karajoros, (ailyioB, 3anuceil, rnoyuen 3anucen
110 UMEHaM.

[Togcucrema ympaBieHUs JOCTYIIOM MOXKET OBITh pealii30BaHa C IOMOIIBIO
IITaTHBIX CPEACTB OOpabOTKM MNEPCOHAIBHBIX JaHHBIX (ONEpAalMOHHBIX CHCTEM,
npwiokeHut u CYBJ]). Taxxke MoXeT OBITH BHEAPEHO CHEIUATBLHOE TEXHUYECKOE
CPEICTBO WJIM MX KOMIUIEKC, OCYILIECTBIIIIOIIAE JIOTIOJHUTENIBHBIE MEPHI 110
ayTeHTU(UKALIMHU U KOHTPOJIIO.

13. Iloxcucrema perucrpalMu W y4éra IpeAHasHayeHa JJjis pealu3aluu
cleayromuX QyHKIUHI:

perucTpanus Bxoaa (BbIxoJa) CyObEKTOB JIOCTYIa B CHCTEMY (U3 CHUCTEMBbI) JHO0
perucTpanus 3arpy3ki 1 HHALAAJIU3all1 ONIEpalluOHHON CUCTEMBI U €€ OCTaHOBKa;

perucTpanus MomnbITOK JOCTya MPOrpaMMHBIX CPEACTB (IIPOrpaMM, MPOLECCOB,
3a/1a4, 3aJJaHui) K 3alUIIaeMbIM (aiiaam;

perucrpanus MOMNbITOK JOCTyNa NPOrPaMMHBIX CPEACTB K TEPMHHAJIaM, KaHajlaM
CBSI3U, ITpOrpaMMaM, ToMaMm, KaTajoram, (aiisiaMm, 3amucsM, OJISIM 3aIKUCeH.

[Toncuctema peructpauuu M ydé€ra MOXKET OBITh peall30BaHa C IOMOILBIO
OpPraHM3allMOHHBIX Mep 3aluThl HHpopMauuu. Takke MOXET ObITh BHEAPEHO
CHEIUAIbHOE TEXHUYECKOE CpPEACTBO WM HX KOMIUIEKC, OCYILIECTBISAOLINE
JOTIOJIHUTENIbHBIE ~ MEphl [0  perucTpaluu  JCUCTBHM,  OCYHIECTBISEMBIX B
UH(OPMaLlMOHHON CUCTEME.

14. Tloncucrema obecrieveHus ETOCTHOCTH U JOCTYITHOCTH TpEIHA3HAYCHA IS
o0ecrieueHus] LEJIOCTHOCTH U JIOCTYIHOCTH TEPCOHAIBHBIX JaHHBIX, MPOIPAMMHBIX U
anmnapaTHbIX CPEICTB HH(OPMAIIMOHHBIX CHCTEM, a TaKXe CpEACTB 3allUThbl IpHU
CIlydaifHOW MJIM HaMEPEeHHOW MOIU(UKALINY.

[Toncucrema peanusyercs ¢ MOMOIIBIO OPraHU3ALMKU PE3EPBHOIO KOIHUPOBAHUS
00pabaTrbIBaeMbIX JaHHBIX U PE3EPBUPOBAHUEM KIIFOUEBBIX AIEMEHTOB HMH(OPMAIMOHHBIX
CHUCTEM.

15. Tloacucrema aHTUBUPYCHOM 3allUThl IpEAHA3HAYCHA Il OOECHCUYCHUS
AHTUBUPYCHOM 3aIlUTHI IEPCOHAIBHBIX KOMITBIOTEPOB 0JIb30BATENIEH U CEPBEPOB.

CpenctBa aHTUBUPYCHOM 3allIUThI MpeTHA3HAYEHBI JUIsl peanu3alii CIeAYIOUUX
byHKIMI:

PE3UICHTHBIA AaHTUBUPYCHBI MOHUTOPHHT;

AHTUBUPYCHOE CKaHUPOBAHUE;

CKpUNT-OJIOKHPOBAHUE;

YCTaHOBKAQ, JENHCTAIUIALNS AHTUBHUPYCHOTO IIPOAYKTA, HACTpOMKa,
aIMUHUCTPUPOBAHUE, MPOCMOTP OTUYETOB M CTAaTUCTUYECKOW MHGpopManmuu 1Mo padbote
IIPOAYKTA;

ABTOMAaTU3UPOBAHHOC OOHOBJIEHHUE AHTUBUPYCHBIX 633;



OrpaHHYEHHE TMpaB TOJb30BaTENsi HAa OCTAHOBKY MCHOJHSIEMBIX 33434 U
M3MEHEHUS HACTPOCK aHTHBUPYCHOTO MTPOTPAMMHOTO 00€CTICUCHMS;

ABTOMAaTHYECKHUH 3aITyCK Cpa3y MOCIIe 3arpy3KH OMEPAIMOHHON CUCTEMBI.

[Toncuctema peanusyercss MyTEM BHEAPEHUS CIHEUATBHOTO aHTUBUPYCHOTO
MPOrPaMMHOT0 OOECIIEUEHHSI Ha BCE AIEMEHTHI HH(POPMAITMOHHBIX CHCTEM.

16. TTomcucreMa MEXCETEBOTO SKPAaHHPOBAHUS IPEAHA3HAUCHA UL pealn3aluu
cleayromux QyHKIUMI:

1) punpTpanms oTKpBITOTO U 3amudpoBaHHOTO (3aKphITOro) IP-Tpadguka mo ciegyronmm
napameTpam:

¢duKkcanus BO BHYTPEHHUX JXKypHajgax WHGOPMAIMUA O MPOXOSANIEM OTKPBITOM U
3akpeITOM [P-Tpaduke;

UICHTH(PUKAIUSA U ayTeHTU(UKAIMKA aJMUHUCTPATOpPa MEXKCETEBOr0 dKpaHa Mpu
€T0 JIOKAJIBHBIX 3aIpocax Ha JIOCTYII,

peructparusi Bxona (BbIXoJa) aIMUHUCTPATOPa MEKCETEBOTO dKpaHa B CHCTEMY
(13 cuctembl) MO0 3arpy3Kd U MHUITHAIHU3AIUN CUCTEMBI U €€ IPOrpaMMHOTO OCTaHOBA,

KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOrpaMMHON 1 HH(POPMAIIMOHHON YacTH;

2) ¢uibTpanus TMaKeTOB CIYXKEOHBIX MPOTOKOJIOB, CIYXAIIUX IS JUATHOCTUKH U
yIpaBieHus: paboOTOMN CETEBBIX YCTPOUCTB;

3) ¢unbTpanus ¢ yuéToM BXOMHOTO M BBIXOJHOTO CETEBOT0O MHTepdeiica Kak CpeacTBO
MIPOBEPKHU MOJUTHHHOCTH CETEBBIX aJPECOB;

4) peructparus ¥ y4€T 3anpanniBaeMbIX CEPBUCOB MPUKIIATHOTO YPOBHS,

5) OnokupoBaHHWe JOCTyna HE UIASHTU(GUIMPOBAHHOTO OOBEKTa WU CyOBEeKTa,
NO/UTMHHOCTh ~ KOTOPOTO TpH  ayTeHTU(PHUKAIMM HE TOATBEPAUIACH, METOJAMH,
YCTOHYMBBIMH K TIEpEXBaTY;

6) KOHTPOJIb 32 CETEBOM aKTUBHOCTBIO MPHUIIOKEHUN U OOHAPYKEHUS CETEBBIX aTak.

[Toncuctema peanusyeTcsi BHEIPEHHEM MPOTPaMMHO-ANMNAPAaTHBIX KOMILIEKCOB
MEXKCETEBOTO PKPAaHUPOBAHUS HA TPAHUIIE JIOKAJIbHON BBIYUCITUTEILHON CETH.

[ToncucremMa aHanu3a 3alIMIIEHHOCTH JOJDKHA OOECNeYMBaTh  BbISBICHUS
YSI3BUMOCTEH, CBSI3AHHBIX C OIMMOKaMHU B KOH(HUTypaluyd MpOrpaMMHOTO 00eCrieueHUs
WH(OPMAIIMOHHBIX CHUCTEM, KOTOPHIE MOTYT OBITH HCIIOJIB30BAaHbI HAPYIIUTEIEM IS
peanm3aIyy aTaku Ha CHCTEMY.

OyHKIMOHAT TOJCUCTEMbl MOXXET OBITh pealn30BaH MPOrPAMMHBIMU |
POrpaMMHO-ANMapaTHBIMU CPEJCTBAMHU.

17. IoacucreMa oOHApyKEHHS BTOPXKEHHIH JIOJDKHA OOECIHEYHBATH BEHISBICHHE
CETEBBIX aTakK Ha 3JICMEHTHI HHPOPMAIMOHHBIX CHUCTEM, IMOAKIIOUYEHHBIC K CETSIM O0IIETO
MOJIb30BAHMUS.

OyHKIMOHAT TOJCUCTEMBl MOXET OBITh pealn30BaH MPOrPAMMHBIMU |
POrpaMMHO-aNapaTHBIMU CPEJCTBAMHU.

18. IMoacucrema kpunTorpapuueCKoi 3alIMThl MPeIHA3HAYCHA [T UCKIFOUEHHS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyNA K 3amuiiaeMoi mHbopMmanuu mpu e€ mepenaye 1o
KaHajiaM CBSI3H ceTel 0OIIEero moJIb30BaHMS.

[Toncucrema peanusyercs MyTEM BHEIPCHHUS KPHUNTOTPaQUUSCKUX MPOTPAMMHO-
anmnapaTHBIX KOMIUICKCOB.

V. Kareropun nosn3oBarelieii nungpopmanmnonnsix cucrem Lentpa

19. B Konnenuu uHGOPMAIMOHHON 0€30I1aCHOCTH MH()OPMAIIMOHHBIX CHCTEM
[lenTpa onpeneneHbl OCHOBHbIE KATETOPUU MOJIb30BaTEIEH.
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20. Inst ompenenenust TpeOOBaHHUN K MOJIB30BATEISIM HH(POPMAIIMOHHBIX CHCTEM,
CTETIEHU OTBETCTBEHHOCTH, YPOBHS 3alIMIIEHHOCTH, JOJDKHOCTHBIM OOS3aHHOCTSM U
UHCTPYKLHAM  COTPYAHHMKOB, OTBETCTBEHHBIX 3a o0OecrnedyeHue Oe30MacHOCTH
NEPCOHATBHBIX  JAHHBIX  BBIACIAIOTCS  CJIENyIOIIME  TIPYHNObl  I0JIb30BaTesel
uHpopMallMOHHBIX cucteM lleHTpa, ydacTByromMx B 00pabOTKE U XpaHEHUHU
NEPCOHATBHBIX TaHHBIX:

1) agmuHMCTpaTOp MH(MOPMALIMOHHON cucTeMbl LleHTpa:

aJIMUHUCTPATOp UH(POPMALIMOHHON CHCTEMBI;

aJIMUHUCTpaTOp 0€301aCHOCTH UH()OPMALMOHHOMN CUCTEMBI;

aJIMUHHCTPATOP CETH;

2) nonb30BaTenb HHPOPMAIMOHHOHN cucTeMbl LleHTpa:

M0JIb30BaTeNb THPOPMAILIMOHHON CHCTEMBI;

CHEIUAINCT N0 00CIYKUBAHUIO EPUPEPUITHOTO 000PYIOBAHMUS;

3) nporpaMMucT-pazpaboTynk nHPOpMaIIMOHHON cucTeMbl LleHTpa:

IPOrpaMMHCT-Pa3padOTUNK HHPOPMALIMOHHON CHCTEMBI.

21. Jlanubie 00 ypoBHE JoCTyma © HHGOPMHPOBAHHOCTH IOJIb30BATEICH
uH(popMalMOHHBIX cucteM LleHTpa, ydacTBylommx B 00paboTKe UM XpaHEHUU
NEPCOHAIBHBIX IAHHBIX ONPENESIIOTCS B HOPMATUBHBIX IoKyMeHTax LleHTpa.

V. Aamunucrparop uHpopManHoOHHBIX ciucTteM LlenTpa

22. AIMUHHACTPATOpOM  MH(POPMAIMOHHONW  cucTeMbl  LleHTpa  sIBIsieTcs
cnermanuct LleHTpa, KOTOPBIA BBITIONHSAECT (YHKIWM HACTPOWKH, BHEAPEHUS U
COTPOBOXIEHUSI MH(POPMAIIMOHHOM cucTeMbl L{eHTpa.

23. AnMuHHCTpaTtop  WH(OPMAIMOHHON — cucTeMbl  LleHTpa  obecrieunBaeT
(GYyHKIMOHMPOBAHUE TOJICUCTEMBI YIPABJICHUS JIOCTYIIOM HH(POPMALMOHHBIX CUCTEM
IleHTpa ¥ YIOJHOMOYEH OCYILECTBIIATH INPEIOCTABICHUE W pa3sTpaHUYCHUE JOCTYyIIA
NOJIb30BaTeNel K 3JeMeHTaM HH(POPMAIMOHHBIX CHUCTEM, XPaHSIIMM MEpCOHAIbHBIC
JTAaHHBIE.

24. AnvunancTpatop WHGOPMAIMOHHOM crcTeMbl LIeHTpa obnasaet Cieayromnmm
YPOBHEM J0OCTYIA:

oOnanaer MonHOW HMHQPOpMAUEd O CUCTEMHOM M NPHUKIAJHOM MPOTrPAMMHOM
obecrnieyeHn HHPOpMaIMOHHOK cucTemsbl Llentpa;

oOmagaer mosHOM MH(OpManuell 0 TEXHUYECKHX CPEACTBaX W KOH(UTYpaluu
uHpopMaIMoHHON cucteMbl LleHTpa;

MMEEeT JIOCTYIl KO BCEM TEXHHUYECKHM CpeacTBaM 00paboTku HHpopmanuu u
JTaHHBIM HH(OpMaIMOHHBIX cucTteM LleHTpa;

oOmamaer mpaBaMH KOH(PUTYpUPOBAaHUS M aJMHUHHCTPATUBHON HACTPONKHU
TEXHUUYECKHUX CPe/ICTB MH(OpMaIIMOHHBIX cucTeM LleHTpa.

25. AnmMuHHCTpaTOpoM  0€30MacHOCTH  sBsieTcss  crmenuanuct  LleHTpa,
YIIOJHOMOYEHHBIA Ha TpOBeJeHUE paldOoT MO peaju3aldd TEXHUYECKHX MeEp 3allUThl
NEPCOHANBHBIX  JAHHBIX M TOAAEPKAaHUS  JOCTUTHYTOIO  YPOBHS  3aIMTHI
MH(OPMALIMOHHBIX ~ CHCTEM  MEpPCOHAJbHBIX  JaHHBIX,  OTBETCTBEHHBIH  3a
(YHKIIMOHMPOBAHUE CUCTEMBI 3aLUTHI IEPCOHAIBHBIX JaHHBIX, BKIKOYas 00CITyKUBAaHUE
Y HaCTPOMKY aJIMUHHUCTPATUBHOI'O, CEPBEPHOIO M KIMEHTCKOIO KOMIIOHEHTOB Ha HTalax
IIPOMBILLIJIEHHOM 3KCITyaTaluy U MOACPHU3ALIUH.

26. AqMuHHACTpaTOp 0€30MacHOCTH 00JaJaeT CIEAYIOUIMM YPOBHEM JOCTYIa U
3HAHWM:



o0najaeT npaBamMu aJJMUHHCTpAaTOpa HHPOPMALMOHHBIX cucTeM LleHTpa;

obnagaet moysHoW nHPopMalreit 00 nHpopMaloHHBIX cucTeMax Llentpa;

UMEET JIOCTYII K CPeACTBAM 3alIUThl HH()OPMAIIMHU U IPOTOKOIMPOBAHUS;

2. AnMuHHCTpATOp 0€30MaCHOCTH YIIOJTHOMOYEH:

pealn3oBbIBaTh MOJMTUKY O€30MacHOCTH B 4YacTU HACTPONKU  CPENCTB
KpUNTOrpapuUecKol 3aluThl HMHPOPMALMU, MEKCETEBbIX 5JKPaHOB M  CHUCTEM
oOHapyKeHHusi aTak, B COOTBETCTBHMM C KOTOPBIMU I10JIb30BAaTENb HHPOPMALMOHHON
CHCTEMBI [10JIy4aeT BO3MOXHOCTh paboTaTh C 3I€MEHTaMH HH(OPMALITMOHHOM CUCTEMBI;

OCYILECTBIISITh ayIUT CPEACTB 3aLUTHI;

28. AIMUHHCTPATOPOM CETH SIBJISIETCS CrienuanucT LleHTpa, OTBETCTBEHHBIN 3a
(YyHKIMOHUPOBAHUE TEIEKOMMYHUKALIMOHHON MMOACUCTEMbBI HHPOPMALIMOHHON CHCTEMBI.
AJIMUHHUCTPATOp CETH HE MMEeT IOJHOMOYMM [UIs yHIpaBieHHUs MOJCUCTEMaMU
00paboTKH JaHHBIX U 0€30MaCHOCTH.

29. AIMUHHCTPATOP CETH 00JaaeT CIICAYIOMUM YPOBHEM JOCTYIIA U 3HAHUI:

o0nasaer yacThl0 MH(OpPMALMKM O CHUCTEMHOM M TNPUKIATHOM MPOrPaMMHOM
oOecrnieueHnu UHHOpPMaLMOHHO cucTemsl LleHTpa;

o0nanaer yacTbio MH(POPMALMKU O TEXHUYECKUX CpEACTBaX W KOH(UTypauuu
uH(popMalMoOHHOU cucteMsbl LleHTpa;

uMeeT (PU3MUECKUi JOCTYI K TEXHUYECKUM CpeicTBaM 00paboTKH HH(OpMAaLUHU U
CpEeICTBaM 3allUThlI.

VI. Tloan3oBaress nHpOPMAHOHHBIX ciucTeM LlenTpa

30. TTonmp3oBareieM HHPOPMAIMOHHBIX cUCTeM lleHTpa SBISETCS COTPYIHHK
[lenTpa, yyacTBYIOIIMI B IpoLecce dKCIyaTaluu HHGOpMalMOHHbIX cucteM LlenTpa u
OCYIIECTBIISIFOIINI 00pabOTKy NMePCOHATBHBIX JaHHBIX.

31. Tonmp3oBarens uHGOpPMANMOHHBIX cucTeM lleHTpa 007amaeT CiieayoIum
YPOBHEM J0CTyHa!

o0jamaer BCeMH HEOOXOAMMBIMU  aTpuOyTamMu  (Hampumep, Mapojem),
o0ecreynBarolMMHU JOCTYN K HEKOTOPOMY MOJIMHO>KECTBY MEPCOHATBHBIX JTAHHBIX;

pacrnonaraetT KOH(QUACHINATbHBIMU JAaHHBIMHU, K KOTOPBIM UMEET JIOCTYII.

32. TeXHMYECKUM  CIIEHHATKCTOM 10  OOCIHY)KHBaHUIO  TEepUPEPUHHOTO
o0opynoBanusi siBisieTcs crnenuanuct lLleHTpa, ocyiecTBisSOmUN 00CIyXHUBaHUE U
HACTpolKy nepudepuitnoro odbopyaoBanus UHPopMaMoHHbIX cucteM Llentpa.

33. TeXxHHYECKU  CHOENHMANIUCT [0 OOCIHYKMBaHHIO  MepuEpUIAHOrO
00OpyIOBaHMS HE HUMEET IOJHOMOYHMHA Ui YHpaBiICHUS MOACUCTEMaMH O0pabOTKU
AHHBIX U 0€30ITaCHOCTH.

34. Texuuueckuit CIIELIUAIIUCT 1o 00CITy>)KMBaHUIO nepudepuitHOTo
o0opynoBaHHs 00J1a/1a€T CIEAYIONMM YPOBHEM JIOCTYIA ¥ 3HAHUM:

o0namaeT 4yacThl0 MH(OPMALMU O CHUCTEMHOM M MPHUKIAJHOM TPOrPaMMHOM
oOecrneyeHnn HHPopMaMOHHBIX cucteM LlenTpa,

oOnamaer 4acTbi0 HMH(OPMAIMU O TEXHHYECKUX CPEACTBAX U KOHPUTYpaluu
uHpopMaMoHHBIX cucteM LleHnTpa.



VIIl. Mporpammuct-pazpadorunk uHGpopmanuoHHoii cucremsl Llentpa

35. TlporpammucT-pa3paboTduK  HHPOPMAIMOHHONW  cucreMbl  LleHTpa  —
CIIELUATIUCT, OCYIIECTBISIOMINI pa3paboTKy (10pabOTKy, MOJAECPHU3AIINIO) MTPUKIIATHOTO
IPOrpaMMHOI0 oOecreyeHus, 00ecreyrBaroUi ero CONPOBOXKICHHE Ha 3aIMIAeMOM
oObekTe. K maHHONM rpymnme MOTryT OTHOCHUThCS Kak creuuanuctel lleHTpa, Tak u
COTPYIHHUKH CTOPOHHHUX OpPTaHU3aINil.

36. TIporpammucT-pa3paboTauk HHGOPMAIMOHHBIX cucteM lLleHTpa o007amaeTt
CJIEYIOIUM YPOBHEM JOCTYHA!

oOnanaer nHpopManueil 006 aropuT™Max M rnporpammax o0padoTKu UHPpOpMaAIUU
B MHPOpMAMOHHBIX cucTemMax LlenTpa,

o0nazaeT  BO3MOXKHOCTSMHU  BHECEHUs OMIMOOK, HE  JIeKJIapupOBaHHBIX
BO3MOKHOCTEH, IMPOrpaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX MpPOrpaMM B IPOTrpaMMHOE
obecrieueHne WH()POPMANMOHHBIX CHCTEM Ha CTaAMA WX pa3pabOTKH, BHEOPEHUS U
COIIPOBOXKICHHS;

MOXET pacrmoyiaratb JIOObIMH (pparMeHTamMu HUHGPOpPMAIMM O TOMOJIOTHH
uH(pOpMaLMOHHON cucTeMbl LleHTpa M TEXHHMYECKHX CpelCTBaX OOpaOOTKU M 3alllUThI
NIEPCOHATBHBIX TAaHHBIX.

VIIl. Tpe6oBanus k mo/inb3oBaTejsiM HH(POPMALHOHHBIX cicTeM LlenTpa
0 00eCIeYeHNIO0 3aIMThI MEPCOHATBHBIX TAHHBIX

37. Bce monb3oBaTenn HHPOPMAIIMOHHBIX cHcTeM [leHTpa JOIDKHBI YETKO 3HATh H
CTPOTO BBITIOJIHATH YCTAHOBJICHHBIE TIpaBWia M OOA3aHHOCTH 1O JOCTyNy K
3alMIIaeMbIM O00BEKTaM M COOJIOJCHHUIO TPUHATOTO pekuMa OO0pabOTKH W 3alUTHI
MIEPCOHAJIBHBIX JTAHHBIX.

38. Corpynnuk IlenTpa npu Ha3HAUYEHHH Ha JO/DKHOCTH JOJDKEH OBITH
O3HAKOMJIEH C Hacrosdmed I[loauTUKOM W JTOKyMEHTaMH, pPETrIAMEHTHUPYIOIIUMHU
TpeOOBaHUs MO 3alllUTe TMEPCOHANBHBIX JaHHBIX B LleHTpe, a Takke OOydeH HaBbIKaM
BBITIOJIHCHUST TIPOIIEAYP, HEOOXOAMMBIX [JIi CAHKIMOHHUPOBAHHOTO WCIOJIH30BAHUS
uH(pOopMalMOHHBIX cucTeM LleHTpa.

39. MMonp3oBarenu  MHGOPMAIMOHHBIX  cUcTeM  LIeHTpa,  HCIOJB3YIOLIHE
TEXHUYECKHUE CPEJICTBA ayTeHTU(DUKAIINH, TOJKHBI:

obecreunBaTh COXpPAHHOCTh UEHTU(PUKATOPOB (IJIEKTPOHHBIX KITIOUEH);

HE JI0MyCKaTh HECAHKIIMOHUPOBAHHBIN TOCTYN K HUM,;

HCKJIFOYUTh BO3MOXKHOCTb WX YT€PU WJIU UCTIOIH30BaHMS TPETHUMU JTUIIAMHU.

[Tonp3oBatenu wWHPOPMAMOHHBIX cHcTeM LleHTpa HecyT NEpPCOHAIBHYIO
OTBETCTBEHHOCTH 32 COXPAaHHOCTh UJICHTU(UKATOPOB.

40. Ions3oBaTen HMHPOPMAIMOHHBIX cHCTeM LIeHTpa He HCHOJNB3YIOIIUE
TEXHUYECKHUE CPEICTBA AyTEHTU(DUKAIINH TOTKHBI:

CJIeIOBaTh YCTAHOBJIICHHBIM TIPOLIEypaM TMOJACPXKaHUA PEKUMa O€30MacHOCTH
MIEPCOHATBHBIX IAHHBIX MPU BHIOOPE U UCTIOIB30BAHHH MTAPOJICH;

HE JJOMYyCKaTh HECAHKIIMOHUPOBAHHBIN TOCTYI CTOPOHHUX JIMI] K TAPOJIAM.

41. Bce monb3oBarend  MHOOPMAIMOHHBIX  cHCTeM  LleHTpa  JOJDKHBIL:

oOecrieynBaTh HAJUICKAIYI0 3alllUTy OO0OpYyIOBaHUs, OCTaBisieMoro 0e3
MPUCMOTPA, OCOOEHHO B T€X CIydasX, KOTJla B MOMEIEHUE UMEIOT JOCTYIl TOCTOPOHHUE
JUna;
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3HaTh TpeOOBaHUS MO O€30HaCHOCTH IEPCOHANBHBIX MJAHHBIX M IMPOLEAYpPbI
3alUTHl 00OPYAOBaHUsA, OCTABICHHOTO 0€3 MPUCMOTPA, a TAKKE CBOM OOS3aHHOCTH IO
00€eCIIeYeHNIO TaKOM 3aIUTHI.

42. Tlons3oBatensm nHPpOPMAIHOHHBIX cucTeM L{eHTpa 3anperiaeTcs:

yCTaHaBJIMBATh IOCTOPOHHEE TPOrpaMMHOE 00eCIIeUeHUE;

NOJKII0YAaTh JIMYHBIE MOOWIIBHBIE YCTPOWCTBA W HOCUTENW HH(pOpManuy,
3alMCBIBATh HA HUX 3aIIUIIAeMYyI0 HH(POPMALIHIO;

pasriamarh 3alMIaeMyo HH(HOPMAIUIO TPETHUM JIULAM.

43. Tlpu pabote ¢ MEPCOHATBHBIMH JAHHBIMH MOJIb30BATENN HHPOPMAIUOHHBIX
cucteM llenTpa 00s3aHBI 00ECHEYUTH OTCYTCTBHE BO3MOXKHOCTH TPOCMOTpA
NEPCOHATBHBIX JAHHBIX TPETHUMHU JIUIIAMH C MOHHUTOPOB MEPCOHATBHBIX KOMIBIOTEPOB
WA TEPMUHAJIOB.

[Ipu 3aBepmieHun pa®oTbl B HHGOPMAIMOHHOM CHCTEME TOJb30BATEIH
UHPOPMAIMOHHBIX cucTeM LleHTpa 00s13aHbl 3aMUTHTH IEPCOHATBHBIA KOMIBIOTEP WA
TEPMUHAJ C MMOMOIIbIO OJOKHPOBKU KIIFOYOM WIJIM SKBHBAJIEHTHOI'O CPEACTBA KOHTPOJIS,
HarpuMmep, JOCTYIOM IO MapojIio, €CIM HE HCIOJB3YIOTCS Oojiee CHUIIbHBIE CpelICTBa
3aIUTHI.

44. Tlonp3oBaTenn  HUHPOPMAIMOHHBIX  cuUcTeM  lleHTpa  JOMKHBI  OBITH
OpOoMH(pOPMHUPOBaHBl 00 Yrpo3ax HapylIEHUs peknMa Oe30MacCHOCTU IEPCOHANbHBIX
JTAHHBIX U OTBETCTBEHHOCTH 3a €r0 HapyIleHHE.

45. Tlonp3oBatenu nHGOpMAIMOHHBIX chcTeM L{eHTpa 00s3aHbI €3 TPOMEICHHS
coobmarb 000 Bcex HaOMIOJAEMBIX WM MOJO3PUTENBHBIX  CIIydasX paboThbl
UH(POPMAIIMOHHBIX CHCTEM, KOTOpBIE MOTYT IOBJEYb 32 COOON yrpo3bl 0€30MacHOCTH
NEPCOHATBHBIX JIaHHBIX, a TaKKE O BBIABICHHBIX MMM COOBITHSX, 3aTparuBarOLINX
0e30MacHOCTh TEPCOHATBHBIX JAHHBIX, PYKOBOIWTENIO TIOAPA3NEICHUS W JIHUILY,
OTBEYAIOIIEMY 3a HEMEIJICHHOE pearnpoBaHue Ha Yrpo3bl 0€30MaCHOCTH MEPCOHAIBHBIX
JTAaHHBIX.

IX. OTtBercTBeHHOCTH

46. Tonb3oBaTenn HHGOPMAIMOHHBIX cHcTeM lleHTpa, BUHOBHBIC B HapyIIEHHH
HOPM, PETYIUPYIOIINX MOIyYeHHEe, 00pabOTKy U 3allIUTy MEPCOHATBHBIX JAHHBIX, HECYT
rPOXJAAHCKYIO, YTOJOBHYIO, aJAMUHHCTPAaTUBHYIO, JUCHMIUIMHAPHYIO H  HHYIO
MPEAYCMOTPEHHYIO 3aKOHOAATeNbCTBOM Pocculickont deepanii OTBETCTBEHHOCT.



